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I
n safety-related industrial systems, the power supply is 
one of the most critical pieces of the puzzle, and it must be 
protected against failures that could prevent the system 
from achieving or maintaining a safe state. However, as 

outlined by the IEC 61508 standard for functional safety, 
different failures can prevent safety-related systems from 
reaching a safe state during startup or operation. Under-
standing these failure modes — and how to mitigate them 
— is fundamental to safe power-supply design.

A safety function can either carry out positive actions to 
avoid hazardous situations or prevent actions from being 
taken to maintain a safe state. In terms of failures, a safety 
function could either have a systematic failure or a random 
one as shown in Figure 1. 

Systematic failures include both hardware and software. 
These failures occur in a deterministic way due to a certain 
cause and must be eliminated through design modifica-
tions, such as implementing component derating, robust 
overvoltage protection, and proper power-supply monitor-
ing. For instance, IEC 61508 provides normative techniques 
and measures so that systematic failures can be avoided and 

controlled.  
On the other hand, random failures only occur in hard-

ware. These types of failures result from one or more of the 
possible degradation mechanisms in the hardware happen-
ing at a random time. Thus, random hardware failures can 
only be controlled using diagnostic measures and architec-
tural design, primarily quantified through failure modes, ef-
fects, and diagnostics analysis (FMEDA). 

Effective management of both failure types — eliminating 
systematic weaknesses and controlling random hardware 
failures — is essential to meet the required safety integrity 
level (SIL).

How to Control Systematic Failures in Power Supplies
Regardless of the SIL, measures against voltage break-

downs, and other power supply-related dangerous failures, 
are mandatory to control systematic failures. 

These can come in the form of passive protection devices 
like fuses and Zener diodes or other passive approaches 
such as implementing proper derating of components and 
allotting sufficient operating margins. Or designers can 

The Principles of Safe 
Industrial Power Design
This article examines how to eliminate systemic and random failures that can cause 
unsafe conditions in power supplies.

1. The IEC 61508 
standard outlines the 
differences between 
systematic failures 
and random hardware 
failures. 
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take more direct action in the form 
of power-supply diagnostic mea-
sures, e.g., adding overvoltage pro-
tections, windowed power-supply 
monitoring, secondary voltage con-
trol, current limiting, and other ac-
tive protection circuitries.

Aside from complying with per-
formance requirements spanning 
from electrical, thermal, and me-
chanical to electromagnetic com-
patibility (EMC) and safety, some 
questions to ponder include:
Are all voltages properly monitored 
to enable proper power sequence? 

Consider different factors affect-
ing a power supply’s output accu-
racy when setting the power-supply 
monitor’s overvoltage (OV) and un-
dervoltage (UV) thresholds to en-
able seamless sequencing and diag-
nostics. This can be seen in Figure 2. 
Are sufficient protections — for 
example, surge protections — or 

2. When setting the power-supply monitor’s overvoltage (OV) and undervoltage (UV) thresholds, the power supply’s output 
accuracy must be taken into account.

3. Safe power supplies leverage pro-
tection measures such as OV/UV 
protection, surge stoppers, reverse-
input protection, reverse current, 
and current limiting.
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other measures employed to improve electromagnetic im-
munity? 

Consider protection measures such as OV/UV protec-
tion as in the MAX6399 and surge stoppers like those in the 
LTC4364. Reverse-input protection, reverse-current, and 
current-limiting can also be implemented (Fig. 3). 
Are well-tried components used according to their speci-
fications with sufficient derating, such as 67% of loading 
conditions? 

Sufficient derating involves ensuring components operate 
in their safe operating area as well as employing additional 
operating margins (Fig. 4). For instance, a 125°C-rated part 

provides sufficient derating when used to operate at 55°C 
ambient operating temperature with junction temperature 
rising to 85°C.
What other systematic failure modes need to be addressed 
in the power-supply design?  

These can include back EMF (electromotive force) that 
can damage input circuit; timing or pulse-width modula-
tion (PWM) issues that can cause cross-conduction; and hot 
spot issues that could cause thermal runaways as shown in 
Figure 5.

4. Sufficient derating improves electromagnetic immunity and ensures components operate in their safe operating area.

5. Hot spot comparison of a board running at full load during discharge (left) and charge (right) modes of operation, respectively. 
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Reducing the Risk of Random Hardware Failures 
A FMEDA document is used to analyze and quantify the 

impact of random hardware failures on the performance 
of safety-related systems. Its input includes failure rate, ap-
plication, and hardware design information. Meanwhile, its 
output shows block failure modes and effects; failure rates 
λSD, λSU, λDD, and λDU; diagnostic coverage for each failure 
mode; and the SIL metrics. These are shown in Figure 6. 

Evaluating a product against these FMEDA principles in-
cludes other requirements:

• �Analyzing the failure modes of components used to im-
plement the safety function.

• �Employing additional safety (diagnostic) measures/
built-in self-tests (BISTs) against dangerous undetected 
failures to improve SIL metrics accordingly.

• �Doing iterations until the required safe failure fraction 
(SFF) and probability of dangerous failure (PFH/PF-
Davg) metrics are met. 

Other considerations include using functional-safety 
compliant components, which offer several benefits, or us-
ing Analog Devices’ FS-enabled parts, which provide safety 
application notes to show an IC’s failure rate information, 
failure mode distribution (FMD), and pin failure modes and 
effects analysis (FMEA) information to help speed up the 
system FMEDA.

Conclusion
The foundation of a robust and safe power-supply de-

sign lies in a rigorous approach to failure management as 
prescribed by IEC 61508. Addressing systematic failures is 
paramount; these deterministic faults must be eliminated 
through proactive design choices, such as implementing 
windowed voltage monitoring, using sufficient component 
derating, and integrating surge protection. 

By adopting both passive and active measures early in the 
development cycle, engineers can mitigate risks like thermal 
runaway and voltage breakdowns. This ensures the power 
system remains within its defined safe operating area even 
under stress. 

On top of that, engineers need to account for the unpre-
dictable nature of random hardware failures. While these 
can’t be eliminated through design changes alone, they’re 
effectively managed by quantifying risks via FMEDA. By 
meticulously analyzing failure rates and incorporating diag-
nostic coverage like BISTs, designers can control hardware 
degradation impacts to meet stringent SIL requirements. 

Ultimately, eliminating both systematic weaknesses and 
controlling random hardware failures ensures that the pow-
er supply functions not just as a power source, but as a reli-
able backbone for functional-safety systems.

Bryan Angelo Borres is a TÜV-certified functional-safety 
engineer who focuses on industrial functional safety. As a 
senior power applications engineer, he helps component de-
signers and system integrators design functionally safe power 
products that comply to industrial functional safety standards 
such as the IEC 61508. Bryan is a member of the IEC National 
Committee of the Philippines to IEC TC65/SC65A and IEEE 

6. The components of 
FMEDA.
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Functional Safety Standards Committee. He also has a post-
graduate diploma in power electronics and more than seven 
years of extensive experience in designing efficient and robust 
power electronics systems.
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