
TIME-SENSITIVE  
NETWORKING(TSN)

SPECIAL REPORT
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eage, the standards define mechanisms 
for the time-sensitive transmission of 
data over deterministic Ethernet net-
works. Most projects define extensions 
to the IEEE 802.1Q (aka VLAN sup-
port) Bridges and Bridged Networks, 
which describes virtual LANs and net-
work switches.

TSN technology aims to standard-
ize features on OSI-Layer 2 so that 
different protocols can share the same 
infrastructure. The challenge here lies 
in configuring critical and non-crit-
ical data traffic so that neither real-
time characteristics nor performance 
is impaired.

TSN Breakdown
Typically, traditional Ethernet net-

works involving automated sectors, 
such as those found in manufactur-
ing, are based on the hierarchical 

automation pyramid, separating IT 
from operational technology OT. IT 
includes classic office communication 
with typical end devices, such as com-
puters and network-attached-storage 
(NAS) systems. The OT end comprises 
systems, machines, and software used 
for process control and automation.

Those areas are essentially different 
in how they communicate, with IT 
relying on bandwidth and OT tasked 
for high availability. Data traffic at the 
IT level is often classified as non-crit-
ical, while data traffic is designated 
time-critical on the OT end. Because 
of this separation, each level uses a 
particular communication standard.

While the Ethernet bus system with 
TCP/IP is largely prominent at the IT 
level, various bus systems (aka field-
bus systems) that meet requirements 
for guaranteed latency times are wide-

spread at the OT level. Each control 
vendor usually promotes a specific 
fieldbus system.

For the end-user, it means that select-
ing the controller also determines the 
selection of the bus. As a result, the 
user often became dependent on the 
manufacturer since the different bus 
systems were incompatible. This is no 
longer the case, as continuous data 
transmission is a fundamental necessi-
ty for digitized enterprises, regardless 
of industry.

Industrial automation is already 
undergoing a phase of restructuring 
based on the establishment of flexible 
and intelligent manufacturing, typi-
cally described or already implement-
ed in the context of Industry 4.0, 
smart production, and the IoT. This 
is detailed in the automation pyramid, 
which incorporates TSN and divides 

The Automation Pyramid 

details the hierarchy associated 

with automation for smart 

manufacturing, production, the 

IIoT, and more.
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the structure in half, with the top 
portion (strategic management, plant 
management, supervisory) dedicated 
to IT and the bottom (control, field 
devices, etc.) implemented with OT.

The separation of control and field 
levels is blurring, creating the need for 
a uniform, convergent network where 
critical data traffic can be simulta-
neously transmitted with non-critical 
data without adverse effects. Thus, 
the existing Ethernet must be adapt-
ed to meet these requirements. This 
is where the TNS Task Group comes 
into play, as sub-standards intend-
ed to enable converged critical and 
non-critical data traffic over a shared 
Ethernet infrastructure are currently 
being defined.

Time is the Key
All network equipment needs the 

same understanding of time to meet 
that aforementioned convergence, 
which means all switches and termi-
nals on a network must be time-syn-
chronized. To accomplish that task, 
two different approaches are currently 
in play.

One is the IEEE 1588-2008 stan-
dard, which prompts the provision 
of the clock with the most accurate 
time to be designated to act as a 
Grandmaster Clock, or centralized 
time element. The Task Group also 
created a unique profile that outlines 
the use of IEEE 1588 specifications 
in conjunction with IEEE 802.1Q, 
especially those applications that don’t 
require full throughput.

Another important functionality 
deals with transmitting critical and 
non-critical data traffic within a con-
verged network. Critical data traffic is 
prioritized for delivery at a scheduled 
time, while non-critical data traffic 
is designated a lower priority. Eight 
traffic classes are already established 
according to IEEE 802.1Q, and they’re 
used to prioritize different types of 
data traffic.

That said, the standard’s QoS 
(Quality of Service) was not designed 
to send critical and non-critical data 
traffic in parallel. Due to buffer mech-
anisms in Ethernet switches, a low-pri-
ority Ethernet data packet can delay 
data streams, even if they’re tasked 
with high priority. New prioritization 
mechanisms have been introduced to 
allow and regulate this coexistence.

Enter IEEE 802.1Qav, which is 
designed for data streams with real-
time requirements to be prioritized 
over best-effort traffic. A great exam-
ple of that prioritization includes the 
Credit-Based Shaper (CBS), which 
was created by the IEEE 802.1 working 
group to handle priority transmission 
for the TSN Audio/Video Bridging 
(AVB) predecessor technology.

The shaper assigns sending credits 
to data streams. Data packets with 
reserved bandwidth are preferably 
transmitted as long as credit remains 
in the positive range. Those credits 
are spent during transmission until 
declining to a negative. Therefore, 
once a preferred transmission reach-
es a negative value, the best effort 

data packets next in line are transmit-
ted. If this delays the forwarding of 
data packets designated with reserved 
bandwidth, credit is increased to allow 
for prioritized Ethernet frames to be 
transmitted in succession.

Due to the expansive range of TSN 
functions, integration is best handled 
by programmable microchips, such 
as field-programmable gate arrays 
(FPGAs). Compared to traditional ICs, 
where functions are predetermined, 
FPGAs can be programmed and con-
figured to generate complex digital 
functions based on the application.

Conclusion
The standardization process is not 

complete, and the implementation of 
various standards is an ongoing pro-
cess as new technologies are continu-
ally introduced to the market annual-
ly. Since TSN standards are currently 
still being revised and changed, the 
possibility to expand and reprogram is 
a critical factor in implementation and 
deployment in an industrial setting.

Nonetheless, TSN provides the 
foundation to meet those changing 
requirements and the spectrum makes 
it possible to fulfill the ever-changing 
latency, jitter, and reliability require-
ments to meet the latest application 
requirements.
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After nearly four decades, the 
Controller Area Network 
(CAN) bus, which made the 

rise of the modern “computerized car” 
possible, is being phased out in favor 
of more capable technologies, such as 
automotive Ethernet. Since its intro-
duction in 1986,1 CAN bus has pro-
vided a highly reliable, low-cost means 
of communication for the electronic 
control units (ECUs) that lurk within 
nearly every element of a modern 
vehicle’s drivetrain, body electronics, 
and infotainment system.

Although developed primarily for 

automotive applications, the low cost 
and high reliability of CAN bus has 
earned its widespread use in a star-
tlingly large number of other applica-
tions that include agricultural equip-
ment, avionics, industrial automation, 
elevators/escalators, railroads, and 
maritime systems (Fig. 1).

Recently, though, the higher data 
rates, lower latency, and faster response 
times required by advanced features, 
such as auto-braking, collision alert/
avoidance, and various other require-
ments of autonomous driving, have 
far outstripped CAN bus’ capabilities. 

Thanks to its superior speed, versatili-
ty, and ability to support time-bound-
ed (isochronous) communications, 
automotive Ethernet has emerged as 
the most likely successor to CAN bus. 

“The move to auto Ethernet has 
been driven by a number of factors, 
including open standards, multi-ven-
dor solutions, and the ability to lever-
age network and protocol software 
that already exist in other industries 
where Ethernet deployment is ubiq-
uitous,” said Ramin Shirani, CEO of 
Ethernovia.

He added, “The next generation of 
features available in a vehicle would 
only be possible with the introduction 
of automotive Ethernet to transport 
the exploding bandwidth to support 
these new applications, such as soft-
ware-defined and autonomous vehi-
cles, while providing accurate timing 
[IEEE802.1AS], security [MACSec], 
and guaranteed delivery of data 
[IEEE802.1 TSN].”

To understand why and how this 
evolution is occurring, let’s take a look 
the two technologies’ capabilities, dif-
ferences, and similarities.
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What’s the Difference Between CAN  
Bus and Automotive Ethernet?

How does automotive Ethernet build on the legacy of CAN bus to support all of 
today’s advanced automotive features—as well as future developments?
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What is CAN Bus?
CAN bus is a multi-master serial bus 

standard used primarily to connect 
ECUs, also known as nodes, in auto-
mobiles, trucks, and other embedded 
applications. The bus communicates 
across a single twisted-pair cable where 
the two conductors are referred to as 
CAN_Low and CAN_High.  CAN bus 
supports a high-speed and a low-speed 
signaling mode, both based on a dif-
ferential wired-AND signaling tech-
nique.1

The high-speed mode is based on the 
ISO 11898-2 PHY standard, where the 
twisted pair forms a linear bus termi-
nated at each end with 120-Ω resistors. 
In this configuration, both lines revert 
to a “recessive” state of 2.5 V (Logic 1) 
when they’re not being driven. When 
the wire pair is driven to its “dominant” 
state (Logic 0), the CAN_Low line 

is driven part way toward 0 V while 
the CAN_High line is pulled part way 
toward 5 V.

In the dominant state, neither line 
reaches the supply-rail voltage, but the 
differential between the two lines pro-
vides a reliable indicator of the logic 
state. Depending on the length of the 
bus, the number of nodes, and other 
variables, high-speed CAN bus can 
support data rates of between 40 kb/s 
and 1 Mb/s (Fig. 2).

Low-speed (aka fault-tolerant) CAN 
is based on the ISO 11898-3 standard 
and supports data rates between 40 and 
125 kb/s. It can use several different bus 
topologies, including linear bus, star 
bus, or multiple star buses. The low-
speed signaling scheme operates simi-
larly to high-speed CAN but with larg-
er voltage swings that provide higher 
resistance to interference. In addition, 

the low-speed CAN bus enables com-
munication to continue even if there is 
a fault in one of the two wires.

The dominant state (logic 0) is trans-
mitted by driving CAN_High close 
to the device’s supply voltage (5 or 3.3 
V) while driving the CAN_Low line 
close to 0 V. In the recessive state, the 
termination resistors pull the bus to a 
logic “1” value with CAN_High at 0 
V and CAN_Low at 5 V. This allows 
for the use of a simpler receiver that 
simply looks at the resulting polarity of 
the sum of CAN_High and CAN_Low.

Both high- and low-speed CAN bus 
pass messages between nodes using 
a packet structure that includes an 
identifier/priority tag, a slot for the 
data being transmitted (up to 64 bits), 
and a checksum to ensure the data 
has been received correctly.2 Access 
to the shared medium is managed by 

1. The shift to automotive Ethernet is being driven by the 

ever-growing bandwidth requirements of modern-

vehicle computerized subsystems, 

as well as the need for low latency 

and precisely timed 

functionality.  

NXP
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a lossless bitwise arbitration method 
of contention resolution, as detailed 
in the ISO 11898-1 link-layer protocol 
standard (Fig. 3).1

Smarter Cars Demand 
Smarter Connectivity

For all its virtues, CAN bus has some 
limitations that won’t allow it to meet 
the rapidly evolving requirements of 
today’s vehicles. Most obviously, the 
levels of data traffic have surged far past 
the 1-Mb/s maximum rate supported 
by CAN bus.

Today’s cars can use simple low-volt-
age differential-signaling (LVDS) 

links to transmit the high-speed vid-
eo streams generated by a dozen or 
more body cameras feeding the ECUs 
that support driver-assist and auton-
omous-driving systems. However, the 
control signals and other intra-ECU 
messages they generate often exceed 
the capacity of a CAN bus.

In addition, driver safety and auto-
mation systems require data and con-
trol signals to arrive in a timely and 
predictable manner. Many of these 
driver-assist and autonomous-driving 
functions rely on rapid interactions 
between multiple ECUs and their 
associated sensors. Thus, it became 

essential to ensure that the control and 
data messages they exchange occur 
predictably and have minimal delay—
with maximum acceptable latencies 
sometimes measured in microseconds 
(Fig. 4).

What is Automotive 
Ethernet?

One of the most promising successors 
to CAN bus is automotive Ethernet, 
a variant of the ubiquitous family of 
802.3 Ethernet standards, specifically 
adapted to the automotive environ-
ment. Among the most important 
requirements was to use a line coding 

2. The timing diagram illustrates high-speed CAN signaling (per ISO 1188-2).  EE JRW - Own work, CC BY-SA 4.0

3. Shown is the CAN bus packet structure.  AutoPi
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scheme that’s virtually immune to the 
high levels of electromagnetic interfer-
ence (EMI) present in many parts of 
the automotive environment.

In addition, it had to support com-
munication across a single twisted-pair 
wire to minimize the weight of the 
network harness. Just as important, the 
transceiver electronics, and the wiring 
they communicate across, had to oper-
ate flawlessly across the full tempera-
ture ranges specified by standards ISO 
16750-4 and AEC-Q100 (typically −40 
to 125°C).

In response to the weight require-
ments, all variants of automotive 
Ethernet are based on a single twist-
ed-pair wire used to support simulta-
neous transmit and receive operation, 
also referred to as full-duplex mode. 
Eliminating the second wire pair can 
reduce the weight of a vehicle’s cable 

harness by as much as 30%. However, 
it does have a potential drawback: Most 
versions of automotive Ethernet are 
limited to a maximum cable length 
of just 15 meters, though that’s more 
than sufficient for nearly all automotive 

applications (Fig. 5).
In keeping with the IEEE nomen-

clature rules, the common names for 
all automotive Ethernet variants based 
on a single twisted-pair PHY include 
the “-T1” suffix, beginning with the 

4. A breakdown of 

the connectivity 

requirements of 

a typical modern 

vehicle by domain. 

Ixiacom

5. Comparing the cabling requirements for automotive Ethernet and standard 

Ethernet. Teledyne LeCroy
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original 802.3bw (100Base-T1) inter-
face. Since its introduction, the stan-
dard has been expanded to include 
802.3bp (1000Base-T1) as well as 
802.3.cg (10Base-T1S). Even faster data 
rates are available using the 802.3ch 
(2.5/5/10 Gbase-T1) standard, but it 
requires the use of shielded twisted-pair 
cabling for speeds in excess of 5 Gb/s to 
minimize EMI issues (see table).

Both the 100Base-T1 and 1000Base- 
T1 versions of automotive Ethernet 
employ three-level pulse amplitude 
modulation (PAM-3) modulation, 
where each transmitted symbol is rep-
resented by one of three voltage levels.5 

This signaling method is able to trans-
fer 1.5 bits per clock cycle and increases 
the throughput for the same baud rate 
as bi-level signals. Other XXBase-T1 
Ethernet standards that transmit at 
speeds in excess of 1 Gb/s use PAM4 
signaling (i.e., with four logical levels), 
which increases throughput at the cost 
of decreased noise tolerance (Fig. 6).

For applications requiring longer 
cable lengths, the IEEE has introduced 

802.3cz. It’s an optical PHY that sup-
ports data rates of 2.5/5/10/25/50 Gb/s 
for distances of up to 40 meters of grad-
ed index glass optical fiber.

To further reduce the amount of 
wiring needed in a vehicle, auto-
motive Ethernet supports a IEEE-
801.3bu, a new variant of Power over 
Ethernet (PoE) technology. The IEEE 
801.3bu—1-Pair Power over Data Lines 
(PoDL)—Task Force has successfully 

introduced a standard for supporting 
PoE over a single twisted-pair wire with 
only minor modifications to the exist-
ing PoE standard.4

Auto Ethernet Delivers 
Extreme Real-Time 
Performance

In addition to raw speed, the auto-
motive Ethernet standard incorporates 
several mechanisms to support precise 

Automotive Ethernet data rates and characteristics.  Teledyne LeCroy

6. 100Base-T1 and 1000-Base-T1 automotive Ethernet use a PAM3 signaling 

scheme that defines three levels designated as logical -1, 0, or +1. Teledyne LeCroy
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real-time functions within the vehicle:
• �The IEEE 802.1AS (Timing and 

Synchronization for Time-Sensitive  
Applications in Bridged Local Area 
Networks) standard is used to sup-
port algorithms that require either 
simultaneous sampling of multiple 
sensors or knowing the time that a 
measurement was taken. It enables 
synchronized measurements to be 
taken at different nodes with sub-mi-
crosecond precision5. 

• �Time-Triggered Ethernet supports 
control functions that require single 
microsecond communication latency. 
Instead of a new packet having to wait 
until an existing packet is complete, 
the IEEE 802.3br standard creates a 
system where high-priority packets 
(called Express packets) that can tem-
porarily interrupt existing packets for 
immediate delivery. 

• �AV Bridging gives automotive 
Ethernet a two-part mechanism for 
streaming data packets from cameras 
and other sensors without interfer-
ence and with a minimum of delay. 
802.1Qat (Stream Reservation) is a 
simple reservation protocol to noti-
fy the various network elements in 
a shared data path to reserve the 
resources necessary to support a par-
ticular stream. 801.1Qav (Queuing 
and Forwarding for AV Bridges) 
defines the rules necessary to ensure 
that an AV stream will be able to pass 
through the network within the delay 
specified in the reservation.

Transitioning from CAN  
Bus to Auto Ethernet

Although CAN bus will probably 
continue to play a significant role in 
digital automotive systems for the next 
decade, automotive Ethernet’s superi-
or speed and ability to support pre-
cise time-critical communications will 
eventually displace it in most applica-
tions. This is especially the case with 
driver-assist and self-driving systems, 
where speed and predictable response 
times are essential.

During the transition, manufacturers 
will be able to deploy hybrid architec-
tures using gateway devices to convert 
CAN messages to Ethernet either via 
UDP or IEEE 1722 as an encapsulation 
format. This means that OEMs can 
transition to an Ethernet-based net-
work and still be able to connect to a 
legacy CAN ECU.
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There’s no question that time- 
sensitive-networking (TSN) 
capabilities will come to wire-

less networks. IEEE and 3GPP already 
have the standards infrastructure to 
deliver time-sensitive traffic over both 
Wi-Fi and 5G networks well under-
way. The market demand also is cer-
tainly evident, coming from a diverse 
set of use cases.

In industrial use cases, wireless TSN 
(WTSN) will enable more nimble, 
efficient production, with reconfig-
urable factory floors, mobile robots, 
and automated guided vehicles. In 

live media, WTSN will replace miles 
of cable that must be painstakingly 
redeployed, tested, and troubleshot on 
a nightly basis at every stop of a tour. 
In extended reality (XR), WTSN will 
finally un-tether all of the components 
of immersive XR systems, giving users 
true freedom of movement while pre-
venting the latency and jitter issues 
that can lead to nausea and prevent 
sustained engagement. Each of these 
applications needs WTSN to reach its 
fullest potential.

The question is, therefore, not 
whether or not to implement WTSN, 

but how. Even without the added chal-
lenge of a wireless physical layer, TSN 
is a varied toolbox with lots of option-
al features. We don’t anticipate that 
they will all simultaneously arrive as 
wireless capabilities. Nor do we think 
WTSN will necessarily roll out the 
same way across all industries—facto-
ries and live performances have very 
different networking priorities and 
market demands.

It doesn’t mean, though, that there’s 
no common ground between them. 
Identifying the similarities among 
these applications now, while WTSN 
is still in its early stages, will pave the 
way for faster innovation and WTSN 
market growth. Otherwise, we run the 
risk of creating cul-de-sacs of proto-
cols and devices that, however useful 
their particular innovations may be 
across industries, can never interop-
erate or coexist on the same network.

As a member of Avnu Alliance, a 
community open to all organizations 
interested in advancing the deploy-
ment of TSN-based open standards, 
I’ve been working alongside fel-
low members of the Wireless TSN 
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The Road to Wireless TSN:  
Its Capabilities and KPIs

A wireless time-sensitive-networking ecosystem will be best served by a 
coordinated approach that allows multiple application protocols to share  

wired and wireless links through interoperable devices.
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Working Group to map this territory.
Earlier this year, we released a white-

paper, “Wireless TSN: Market Expec-
tations, Capabilities, & Certification” 
outlining key performance indicators 
(KPIs) for WTSN applications. One of 
the significant findings of this paper 
was that the various applications in 
which WTSN is likely to mature first, 
despite their different priorities, need 
similar capabilities and ultimately 
have comparable KPIs.

Surveying the  
Common Ground

Time-synchronization accuracy, 
bounded latency, and reliability have 
all emerged as high-priority WTSN 
capabilities. Security also is a con-
cern across the board: All WTSN 
applications are expected to adhere 
to industry best practices including 
with respect to authentication, integ-
rity, confidentiality, availability, and 
resiliency to potential interference or 
attacks. The table presents a snapshot 

of the paper’s findings.
There’s more similarity than differ-

ences here. According to our findings, 
for most WTSN applications:
• �Time-synchronization accuracy 

requirements are around 1 µs.
• �Bounded-latency requirements are 

10 ms or less.
• �Reliability requirements consider-

ably exceed those of general con-
sumer or workplace network appli-
cations.
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These KPIs are achievable on either 
W-Fi or 5G wireless networks. 802.AS 
clock synchronization is enabled by 
the current release of the IEEE 802.11 
(Wi-Fi) standard and supported by 
3GPP Rel 16.

Bounded-latency requirements can 
be met using the 802.1Qbv (time-
aware shaper) standard, which offers 
extremely predictable data-delivery 
performance. 802.1Qbv can operate 
in combination with the latest Wi-Fi 
scheduling capabilities available in 
both Wi-Fi 6/6E and 5G systems.

Particularly in safety-critical appli-
cations like industrial automation, 
reliability can be ensured via the 
IEEE 802.1CB Frame Replication and 
Elimination for Reliability (FRER) 
standard, which is transparent to the 
MAC/PHY network layers. As such, 
FRER can function on either 5G or 
Wi-Fi wireless networks, though 
implementation may differ across sys-
tem types.

In short, there are many very differ-
ent applications with fundamentally 
similar WTSN KPIs. These markets 
are naturally going to use a widely 
varying mix of products and infra-
structure design best suited to their 
particular applications.

Because of the similar requirements 
at play, however, each WTSN market 
will develop faster and more success-
fully if it’s able to draw upon the 
best practices, innovations, and even 
chipsets and hardware developed by 
the others. Ultimately, the TSN eco-
system will be best served by a coor-

dinated approach that allows multiple 
application protocols to share wired 
and wireless links through interoper-
able devices.

The Path to Interoperability
An interoperable WTSN ecosystem 

is possible, and it benefits everyone—
but we’ll only get there intentionally. 
Avnu has been working internally, as 
well as partnering with other indus-
try consortia, to develop the founda-
tion for both industry-spanning TSN 
interoperability testing and certifica-
tion.

Such a system will help vendors 
understand whether their devices 
meet the baseline requirements that’s 
expected by the market. It also will 
help network designers and integrators 
feel confident that a system including 
both wired and wireless TSN compo-
nents will work.

Because we believe that wired and 
wireless TSN network segments will 
and must coexist, Avnu has spent the 
past year conducting unified testing 
of both wired and wireless TSN func-
tionality. We’ve held multiple in-per-
son “plugfest” interoperability events 
to check functionality and prepare for 
certification. Our test plans assess per-
formance at both the device and sys-
tem level—certified devices will both 
deliver the required TSN KPIs and 
interoperate successfully with other 
certified devices, regardless of manu-
facturer.

This is a deliberate and ongoing pro-
cess. Our WTSN test plan for Wi-Fi 

has been refined over several interop-
erability events, and we anticipate that 
Rel. 1 will be publicly available in Q1 
2023. At the same time, 5G test plans 
are under development within the 
WTSN working group, with interop-
erability events expected to commence 
in Q2 2023 and continue throughout 
the year. This effort will culminate in 
a unified WTSN test plan, and several 
interop testing events in 2023.

If you’d like to get involved in lay-
ing the foundation for interoperable 
wireless TSN, now is the ideal time. 
Silicon vendors, network infrastruc-
ture providers, and device manufac-
turers are encouraged to join Avnu 
Alliance and enlist in the effort to 
ensure that next-generation network 
capabilities propagate across indus-
tries with a strong underlying foun-
dation of interoperability and open 
standards.

view this article online

☞ BACK TO TABLE OF CONTENTS

https://electronicdesign.com/library?utm_source=comm101ebook&utm_medium=ebook&utm_campaign=embedded_links
https://electronicdesign.com/library?utm_source=comm101ebook&utm_medium=ebook&utm_campaign=embedded_links
https://www.electronicdesign.com/technologies/communications/article/21261895/avnu-alliance-the-road-to-wireless-tsn-its-capabilities-and-kpis


One of the greatest challenges 
a device vendor faces is the 
support of the many indus-

trial networks available in the market. 
While device vendors may be experts 
in their domain—vision systems, 
LiDAR, physical measurements, etc.—
they can’t be experts in every protocol 
supported by automation equipment. 
Hence, the need for a communica-
tions partner company that manages 
protocol support for you. They offer 
canned solutions for protocol support, 
and especially leading-edge protocols 
such as CC-Link IE time-sensitive 

networking (TSN), the highest-per-
formance solution for motion control.

Devices come in many levels of 
complexity and cost. They may be 
simple I/O or more complicated, such 
as PLCs, CNCs, or robot controls. For 
this reason, protocol partners need to 
offer a range of connectivity options, 
from semiconductor solutions to com-
plete communication modules (Fig. 
1). Communications technology may 
offer support for a single protocol at 
a time or bundles of protocols, even 
end-user selected support at the time 
of commissioning.

Ethernet and Time-Sensitive 
Networking

When discussing protocols, we’ve 
typically been limited to the selection 
of one protocol for use in an applica-
tion. Now that Ethernet has become 
the backbone for most protocols, its 
requirement has lessened and proto-
cols can coexist. However, a class of 
application—motion control—still has 
communication determinism require-
ments that typically preclude coexis-
tence with other protocols.

The ability to have all Ethernet pro-
tocols coexist and guarantee timing 
determinism was the purpose for an 
Ethernet standard improvement cre-
ated back in 2016. That improvement 
delivered features for clock synchroni-
zation, traffic preemption, and traffic 
shaping to the Ethernet Specification, 
enabling the combination of high-pri-
ority traffic combined with other gen-
eral-purpose traffic on one network.

Time-sensitive networking is the 
name given to the Ethernet Enhance-
ments of 2016. With this new Ether-
net specification, industrial automa-
tion protocols were able to adopt the 
enhanced functionality and use the 
features to deliver both high perfor-
mance and deterministic communica-
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tions capability.
Devices on a TSN-enhanced net-

work utilize clock synchronization. 
They know when to send a message, 
and their message can be set to a 
higher priority than other traffic. 
Features also exist to shape traffic, 
reducing large packets (breaking them 
up) to make sure high-priority traffic 
can be interspersed for delivery. New 
Ethernet switches are available to seg-
ment and manage TSN traffic.

How TSN Can Benefit Users
The benefit to an end-user is that 

TSN products enable simplified 
machine architectures, allowing for a 
single communications backbone in 
the machine that can combine and 
manage all Ethernet traffic. In the past, 
deterministic traffic typically needed 
an isolated pathway for communica-
tions. But configuration remains sim-
ple, as the end-user is simply select-
ing and integrating products already 

capable of TSN communications. It’s a 
simple configuration task, not a devel-
opment task.

For device manufacturers, though, 
the challenge is greater, as Ethernet 
TSN features typically require new 
silicon hardware for support. This will 
trigger a hardware revision, not just a 
firmware update. Leveraging a third 
party for communications support can 
greatly ease the burden of develop-
ment and certification.

1. CC-Link EI TSN provides real-

time network integration across the 

computing infrastructure.

1. CC-Link IE TSN provides real-time network integration across the computing infrastructure.
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Equipment vendors that have deter-
ministic communication require-
ments should consider the adoption of 
Ethernet with TSN, to enable a com-
petitive advantage over those without 
that capability. Mitsubishi Electric 
is currently the leading vendor with 
Ethernet TSN support. Equipment and 
device vendors should consider not 
only Ethernet TSN, but also the lead-
ing protocol that leverages it: CC-Link 
IE TSN. Supporting this protocol will 
enable integration into the Mitsubishi 
Electric ecosystem of customers and 
OEMs, and it will allow for new and 
competitive architectures based on a 
single communications backbone.

Ethernet with TSN is intended for 
“Islands of Automation,” either use in 
a machine or along a production line. 
Utilizing Ethernet TSN switches will 
enable general-purpose communica-
tions beyond the island for informa-
tional or supervisory communications. 
And these communications can cer-
tainly be industrial IoT (IIoT)-related.

The ability to support all commu-

nications traffic on a single Ethernet 
backbone means that all devices are 
accessible over Ethernet. Devices 
involved in deterministic communica-
tions can also support standard infor-
mational communications for use out-
side of control.

For example, CC-Link IE TSN-
based devices also offer support 
for Simple Network Management 
Protocol (SNMP) communications. 
Hence, the design of equipment with 
new Ethernet TSN architectures will 
naturally lead to solutions with more 
data, and thus will support analyt-
ics for improved performance, qual-
ity, or troubleshooting. This leads to 
support of the ideas of Industry 4.0, 
Smart Manufacturing, and Digital 
Transformation.

Communication networks like 
Ethernet or Ethernet with TSN will 
enable greater access to data. More 
data, combined with analytics, will 
lead to greater insights, and our new 
access to AI engines will only acceler-
ate that trend.

Introducing CC-Link IE TSN
CC-Link IE TSN, the CC Link 

Partner Association (CLPA)’s latest 
open industrial Ethernet technology, 
combines time-sensitive networking 
(TSN) and gigabit bandwidth to sup-
port challenging Industry 4.0 appli-
cations (Fig. 2). To assure market 
success, the CLPA is announcing a 
broad spectrum of different device 
development options from a range of 
respected industry players who are 
also CLPA partners.

These companies are already pro-
viding industry-leading platforms 
that have found wide acceptance in 
the market. Hence, they’re also well-
equipped to offer industry-standard 
development options to automation 
vendors who wish to add CC-Link IE 
TSN connectivity to their products.

Currently, the lineup of partners 
planning to offer this support includes 
Hilscher, HMS, MESCO, Mitsubishi 
Electric, Port, Renesas, and SILA 
Embedded Solutions. Discussions are 
ongoing to add further well-known 

2. CC-Link IE TSN is built on layer 2 Ethernet with time-sensitive-networking (TSN) support. CC Link Partner Association
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development partners to this list. The 
idea is to make sure that regardless of 
what platform vendor a device mak-
er may be using in its products, the 
CLPA will be able to offer a solution 
that fits with their existing design 
methodology.

Having a wide range of partners is 
only part of the puzzle. An equally 
wide range of development options 
is also essential. To address this, the 
CLPA is making sure that no matter 
what kind of design approach a device 
vendor has in mind, there will be a 
CC-Link IE TSN development solu-
tion that fits.

To this end, devices can be developed 
using 100-Mbit or Gigabit Ethernet 
physical layers. This is complemented 
by hardware- or software-stack-based 
designs. The final piece of the puzzle 
consists of being able to take these 
options and use them to develop mas-
ter or slave devices, meaning that all 
possible approaches are covered.
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Time-sensitive networking (TSN) is a 
game-changer for digital manufactur-
ing applications—it’s an enabling tech-
nology to build smart, interconnected 
factories. It supports the convergence 
of multiple types of data on a single 
network while providing deterministic 
behavior and improved performance. 
By merging the information technol-
ogy (IT) and operational technology 
(OT) worlds, companies can obtain 
unique, actionable insights into their 
processes and activities that can boost 

overall productivity and flexibility.
Anyone ready to implement TSN 

should not leave the existing industrial 
Ethernet protocols behind. These will 
remain critical components of net-
work technologies for the foreseeable 
future when it comes to implement-
ing the various application functions 
required.

As a result, to support TSN imple-
mentations, industrial automation 
specialists and system integrators 
need to leverage a network technology 

that incorporates TSN functions. One 
example is CC-Link IE TSN, the first 
open industrial Gigabit Ethernet with 
TSN functions.

TSN: A Layered Approach to 
Industrial Communications

More precisely, TSN technology only 
addresses network functions at Layer 
2 (Data Link) of the Open System 
Interconnection (OSI) model for com-
munications (see figure on next page). 
Hence, it’s only responsible for getting 
data from one place to another in a 
deterministic manner without looking 
at the data. What must be done with 
the data is typically handled at the 
higher-level layers that address applica-
tion requirements. These are managed 
by specific protocols, e.g., industrial 
Ethernet technologies.

Since most industrial Ethernet proto-
cols were also created to make Ethernet 
deterministic, the question becomes 
“Why do we need these and TSN, too?” 
The answer is to deliver convergence.

Typically, most of these protocols 
don’t allow for different kinds of traffic 
to be merged on the same network 
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while maintaining the reliable trans-
mission of time-critical messages. TSN 
takes things one step further by adding 
this missing capability. Therefore, the 
combination of the required protocols 
with TSN creates a system that provides 
all of the necessary application flexibili-
ty while enabling multiple traffic types 
to share the same network while being 
handled in a deterministic way.

Identifying the Proper 
Industrial Ethernet Protocols

When looking at higher-level proto-
cols and suitable network technologies 
that fully leverage the advantages of 
a TSN-compatible protocol, machine 
builders and end-users should look 
closely at its specifications. This is key 
to ensuring that they can address the 
requirements of their intended appli-

cations. Specifically, a suitable solu-
tion should encompass I/O and motion 
control as well as safety.

An example of a technology that can 
address all of these needs is CC-Link IE 
TSN, whose protocol uses layers 3 to 7 
of the OSI reference model to build on 
the layer 2 TSN capabilities. By doing 
this, it allows for I/O, motion, and safe-
ty control to be integrated with stan-
dard TCP/IP traffic in a deterministic 
way. As a result, it provides the kind of 
transparency demanded by Industry 
4.0 applications.

Building a Comprehensive 
Ecosystem for TSN

In addition to TSN solutions encom-
passing higher-level protocols, busi-
nesses should look for technologies 
that have a comprehensive ecosystem 

of development options and compat-
ible industrial-automation products. 
By choosing a network technology 
with these features, device vendors 
and system integrators can make sure 
that they’re able to implement the 
solutions best suited to address their 
needs, no matter what kind of design 
approach they have in mind. In addi-
tion, they can maximize compatibility 
with other devices to ensure seamless 
communications.

For example, multiple CC-Link IE 
TSN development options exist to 
help automation vendors create highly 
effective and responsive devices with 
TSN functions. Furthermore, over 120 
CC-Link IE TSN-certified devices are 
currently available, including state-
of-the-art PLCs and drives. These are 
helping machine builders and end-us-

The Open System Interconnection (OSI) model defines seven layers. TSN addresses layer 2. Electronic Design
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ers build next-generation industrial 
automation applications and advanced 
machines.

What Does the Future Hold 
with CC-Link IE TSN?

TSN is a key innovation for effective 
data sharing. However, it’s not a stand-
alone solution. Higher-level protocols 
are needed to successfully implement 
innovative industrial Ethernet systems 
that leverage TSN, particularly to sup-
port demanding automation applica-
tions on the factory floor. CC-Link IE 
TSN is characterized by a strong back-
bone for safety communications as well 
as I/O and motion control.

The popularity of this solution is rap-
idly growing—it’s now implemented in 
a number of industrial settings around 
the world. These include manufactur-
ing plants for automotive, food and 
beverage, logistics, consumer electron-
ics, semiconductors, lithium-ion bat-
teries, and consumer packaged goods.

In addition to supporting even the 
most challenging and demanding appli-
cations, CC-Link IE TSN also offers a 
broad spectrum of compatible devices 
as well as a variety of development 
options, both hardware and software. 
These contribute to the creation and 
utilization of TSN-compatible automa-
tion components and machines. By 
adopting CC-Link IE TSN, companies 
can rely on proven technology and tru-
ly realize the potential of TSN.
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Crafted by the Time-Sensitive 
Networking Task Group, the 
Time-Sensitive Networking 

(TSN) standard helps to deliver real-
time information, from streaming 
multimedia to synchronizing power 
microgrids (Fig. 1). The group, orig-
inally called the Audio/Video Briding 
(AVB) Task Group, defines extensions 
to the 802.1Q virtual LAN (VLAN) 
standard, implementing very low 
latency and supporting high-availabil-
ity applications.

TSN implements a time-division 

multiple-access (TDMA) scheme (Fig. 
2) to define fixed-priority VLAN slots 
for transmission. The approach can 
be used with strict priority schedulers 
via IEEE 802.1Q, or new processing 
methods like the TSN IEEE 802.1Qbv 
time-aware traffic scheduler.

The approach requires cooperation 
at the hardware level with time-syn-
chronized devices, including network 
switches. Time synchronization is 
usually maintained using the IEEE 
1588 protocol (see “What’s Behind The 
IEEE 1588 Protocol?”). This coopera-

tion is necessary to maintain synchro-
nization and make sure the priority of 
critical data is maintained.

The VLAN priorities provide quali-
ty-of-service (QoS) support by reserv-
ing bandwidth at specific points in a 
cycle. It’s possible to use multiple pri-
orities for time-sensitive applications 
on the same network that may have 
different requirements. Of course, the 
applications can’t exceed the guaran-
teed bandwidth, but these are typi-
cally embedded applications where 
the requirements are known and the 
system is designed to handle these 
requirements.

The system allows non-time-critical 
applications to coexist on the net-
work, but without the guarantees. As 
a result, operations like file copies 
may not be time-critical to utilize the 
remaining bandwidth; however, they 
will not affect the reserved, real-time 
bandwidth. Likewise, an application 
may utilize both types of connections 
for different purposes.

TSN does guarantee delivery of data 
at Open System Interconnection (OSI) 
model Layer 2 instead of Layer 4. This 
is how it can provide low latency that 
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otherwise would not be possible if the 
support was in Layer 4.

Applying TSN
Wind River’s industrial Internet 

of Things (IIoT) platform, called 
Titanium Control (see “Wind River 
Virtualizes the IIoT”), takes advantage 
of TSN to link control applications 
running on virtual machines (VMs) 
in a server with networked control 
systems. This essentially lets design-
ers implement soft programmed logic 
controllers (PLCs) that have the logic 
running in a VM, while a network 
device samples data and executes the 
PLC’s actions.

Broadcom’s Quartz BCM53570 is 
an example of a fully compliant TSN 
Ethernet switch chip. It implements 
multiple 802.1 standards: 802.1Qca 
path control and reservation; 802.1Qbv 
time-aware shaper; 802.1Qbu/ 802.3br 
frame preemption; 802.1Qch cyclic 
queuing and forwarding (peristaltic 
shaper); 802.1AS-Rev, 1588 v2 timing 
and synchronization; 802.1Qcc stream 
reservation protocol enhancement; 
802.1Qci time-based ingress policer; 
802.1CB frame replication and elim-
ination for reliability; and 802.1CM 
front-haul network profile.

TSN will likely replace or coexist in 
systems that currently utilize one or 

more of the many industrial Ethernet 
implementations like EtherCAT (see 
“Industrial Automation Relies On 
Ethernet”). TSN is already being used in 
National Instruments’ power microgrid 
test bed. This platform incorporates 
hardware and software from Bosch 
Rexroth, Cisco, Intel, KUKA, Schneider 
Electric, and TTTech. Essentially it 
used TSN to synchronize and man-
age power distribution between power 
grids, much like the microgrids in the 
system that are linked to various power 
sources (e.g., wind and solar) and dis-
tribution systems including the main 
power grid.

Normally ac power grids need to 
maintain synchronization so that 
everything runs at the same frequen-
cy and phase. Setting up and tearing 
down the connections can be slow, 
cumbersome, and potentially hazard-
ous. A TSN-based system can do it 
faster, as well as be more efficient 
and potentially safer. Much of this 
is still in the works, but eventually it 
could transform power-grid opera-
tion. The use of a networked solution 
also means that additional IIoT infor-
mation can be exchanged on the same 
network.
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