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A
fter nearly four decades, the Controller Area 
Network (CAN) bus, which made the rise of the 
modern “computerized car” possible, is being 
phased out in favor of more capable technolo-

gies, such as automotive Ethernet. Since its introduction 
in 1986,1 CAN bus has provided a highly reliable, low-cost 
means of communication for the electronic control units 
(ECUs) that lurk within nearly every element of a modern 
vehicle’s drivetrain, body electronics, and infotainment 
system. 

Although developed primarily for automotive applica-
tions, the low cost and high reliability of CAN bus has 
earned its widespread use in a startlingly large number of 
other applications that include agricultural equipment, avi-
onics, industrial automation, elevators/escalators, railroads, 
and maritime systems (Fig. 1). 

Recently, though, the higher data rates, lower latency, and 

faster response times required by advanced features, such 
as auto-braking, collision alert/avoidance, and various other 
requirements of autonomous driving, have far outstripped 
CAN bus’s capabilities. Thanks to its superior speed, versa-
tility, and ability to support time-bounded (isochronous) 
communications, automotive Ethernet has emerged as the 
most likely successor to CAN bus.  

“The move to auto Ethernet has been driven by a num-
ber of factors, including open standards, multi-vendor so-
lutions, and the ability to leverage network and protocol 
software that already exist in other industries where Ether-
net deployment is ubiquitous,” said Ramin Shirani, CEO of 
Ethernovia. 

He added, “The next generation of features available in 
a vehicle would only be possible with the introduction of 
automotive Ethernet to transport the exploding bandwidth 
to support these new applications, such as software-defined 

What’s the Difference 
Between CAN Bus and 
Automotive Ethernet? 
How does automotive Ethernet build on the legacy of CAN bus to support all of today’s 
advanced automotive features—as well as future developments?

1. The shift to automo-
tive Ethernet is being 
driven by the ever-
growing bandwidth re-
quirements of modern-
vehicle computerized 
subsystems, as well 
as the need for low 
latency and precisely 
timed functionality. 
(Credit: NXP)
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and autonomous vehicles, while providing accurate timing 
[IEEE802.1AS], security [MACSec], and guaranteed deliv-
ery of data [IEEE802.1 TSN].”

To understand why and how this evolution is occurring, 
let’s take a look the two technologies’ capabilities, differenc-
es, and similarities. 

What is CAN Bus? 
CAN bus is a multi-master serial bus standard used pri-

marily to connect ECUs, also known as nodes, in automo-
biles, trucks, and other embedded applications. The bus 
communicates across a single twisted-pair cable where the 
two conductors are referred to as CAN_Low and CAN_
High.  CAN bus supports a high-speed and a low-speed sig-
naling mode, both based on a differential wired-AND sig-
naling technique.1 

The high-speed mode is based on the ISO 11898-2 PHY 
standard, where the twisted pair forms a linear bus termi-
nated at each end with 120-Ω resistors. In this configura-
tion, both lines revert to a “recessive” state of 2.5 V (Logic 1) 
when they’re not being driven. When the wire pair is driven 
to its “dominant “ state (Logic 0), the CAN_Low line is driv-
en part way toward 0 V while the CAN_High line is pulled 

part way toward 5V. 
In the dominant state, neither line reaches the supply-rail 

voltage, but the differential between the two lines provides a 
reliable indicator of the logic state. Depending on the length 
of the bus, the number of nodes, and other variables, high-
speed CAN bus can support data rates of between 40 kb/s 
and 1 Mb/s (Fig. 2).

Low-speed (aka fault-tolerant) CAN is based on the ISO 
11898-3 standard and supports data rates between 40 and 
125 kb/s. It can use several different bus topologies, includ-
ing linear bus, star bus, or multiple star buses. The low-speed 
signaling scheme operates similarly to high-speed CAN but 
with larger voltage swings that provide higher resistance to 
interference. In addition, the low-speed CAN bus enables 
communication to continue even if there is a fault in one of 
the two wires. 

The dominant state (logic 0) is transmitted by driving 
CAN_High close to the device’s supply voltage (5 or 3.3 V) 
while driving the CAN_Low line close to 0 V. In the reces-
sive state, the termination resistors pull the bus to a logic “1” 
value with CAN_High at 0 V and CAN_Low at 5 V. This al-
lows for the use of a simpler receiver that simply looks at the 
resulting polarity of the sum of CAN_High and CAN_Low. 

2. The timing diagram illustrates high-speed CAN signaling (per ISO 1188-2). (Credit: By EE JRW - Own work, CC 
BY-SA 4.0)

3. Shown is the CAN Bus packet structure. (Credit: AutoPi)
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Both high- and low-speed CAN bus pass messages be-
tween nodes using a packet structure that includes an iden-
tifier/priority tag, a slot for the data being transmitted (up 
to 64 bits), and a checksum to ensure the data has been re-
ceived correctly.2  Access to the shared medium is managed 
by a lossless bitwise arbitration method of contention reso-
lution, as detailed in the ISO 11898-1 link-layer protocol 
standard (Fig. 3).1 

Smarter Cars Demand Smarter Connectivity
For all its virtues, CAN bus has some limitations that 

won’t allow it to meet the rapidly evolving requirements 
of today’s vehicles. Most obviously, the levels of data traffic 
have surged far past the 1-Mb/s maximum rate supported 
by CAN bus. 

Today’s cars can use simple low-voltage differential-
signaling (LVDS) links to transmit the high-speed video 

streams generated by a dozen or more body cameras feeding 
the ECUs that support driver-assist and autonomous-driv-
ing systems. However, the control signals and other intra-
ECU messages they generate often exceed the capacity of a 
CAN bus. 

In addition, driver safety and automation systems require 
data and control signals to arrive in a timely and predictable 
manner. Many of these driver-assist and autonomous-driving 
functions rely on rapid interactions between multiple ECUs 
and their associated sensors. Thus, it became essential to en-
sure that the control and data messages they exchange occur 
predictably and have minimal delay—with maximum accept-
able latencies sometimes measured in microseconds (Fig. 4). 

What is Automotive Ethernet? 
One of the most promising successors to CAN bus is auto-

motive Ethernet, a variant of the ubiquitous family of 802.3 

4. A breakdown of 
the connectivity 
requirements of 
a typical modern 
vehicle by domain. 
(Credit: Ixiacom)

Automotive 
Ethernet data 
rates and charac-
teristics. (Credit: 
Teledyne Le Croy)
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Ethernet standards, specifically adapted to the automotive 
environment. Among the most important requirements was 
to use a line coding scheme that’s virtually immune to the 
high levels of electromagnetic interference (EMI) present in 
many parts of the automotive environment. 

In addition, it had to support communication across a sin-
gle twisted-pair wire to minimize the weight of the network 
harness. Just as important, the transceiver electronics, and 
the wiring they communicate across, had to operate flaw-
lessly across the full temperature ranges specified by stan-
dards ISO 16750-4 and AEC-Q100 (typically −40 to 125°C). 

In response to the weight requirements, all variants of au-
tomotive Ethernet are based on a single twisted-pair wire 
used to support simultaneous transmit and receive opera-
tion, also referred to as full-duplex mode. Eliminating the 
second wire pair can reduce the weight 
of a vehicle’s cable harness by as much 
as 30%, although it does have a poten-
tial drawback: Most versions of automo-
tive Ethernet are limited to a maximum 
cable length of just 15 meters, though 
that’s more than sufficient for nearly all 
automotive applications (Fig. 5). 

In keeping with the IEEE nomencla-
ture rules, the common names for all 
automotive Ethernet variants based on 
a single twisted-pair PHY include the 
“-T1” suffix, beginning with the origi-
nal 802.3bw (100BASE-T1) interface. 
Since its introduction, the standard 
has been expanded to include 802.3bp 
(1000BASE-T1) as well as 802.3.cg 
(10BASE-T1S). Even faster data rates 

are available using the 802.3ch (2.5/5/10 GBASE-T1) stan-
dard, but it requires the use of shielded twisted-pair cabling 
for speeds in excess of 5 Gb/s to minimize EMI issues (see 
table). 

Both the 100Base-T1 and 1000Base-T1 versions of auto-
motive Ethernet employ three-level pulse amplitude modu-
lation (PAM-3) modulation, where each transmitted symbol 
is represented by one of three voltage levels.5 This signal-
ing method is able to transfer 1.5 bits per clock cycle and 
increases the throughput for the same baud rate as bi-level 
signals. Other XXBase-T1 Ethernet standards that transmit 
at speeds in excess of 1 Gb/s use PAM4 signaling (i.e., with 
four logical levels), which increases throughput at the cost of 
decreased noise tolerance (Fig. 6).

For applications requiring longer cable lengths, the IEEE 

5. Comparing the 
cabling require-
ments for automo-
tive Ethernet and 
standard Ethernet. 
(Credit: Teledyne 
LeCroy)

6. 100Base-T1 and 1000-Base-T1 automotive Ethernet use a PAM3 signaling 
scheme that defines three levels designated as logical -1, 0, or +1. (Credit: Tele-
dyne LeCroy)
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has introduced 802.3cz. It’s an optical PHY that supports 
data rates of 2.5/5/10/25/50 Gb/s for distances of up to 40 
meters of graded index glass optical fiber. 

To further reduce the amount of wiring needed in a ve-
hicle, automotive Ethernet supports a IEEE -801.3bu, a 
new variant of Power over Ethernet (PoE) technology. The 
IEEE 801.3bu—1-Pair Power over Data Lines (PoDL)—Task 
Force has successfully introduced a standard for supporting 
PoE over a single twisted-pair wire with only minor modifi-
cations to the existing PoE standard.4

Auto Ethernet Delivers Extreme Real-Time Performance
In addition to raw speed, the automotive Ethernet stan-

dard incorporates several mechanisms to support precise 
real-time functions within the vehicle: 

•  The IEEE 802.1AS (Timing and Synchronization for 
Time-Sensitive Applications in Bridged Local Area Net-
works) standard is used to support algorithms that re-
quire either simultaneous sampling of multiple sensors 
or knowing the time that a measurement was taken. It 
enables synchronized measurements to be taken at dif-
ferent nodes with sub-microsecond precision5.  

•  Time-Triggered Ethernet supports control functions 
that require single microsecond communication latency. 
Instead of a new packet having to wait until an existing 
packet is complete, the IEEE 802.3br standard creates 
a system where high-priority packets (called Express 
packets) that can temporarily interrupt existing packets 
for immediate delivery.  A

•  V Bridging gives automotive Ethernet a two-part mecha-
nism for streaming data packets from cameras and other 
sensors without interference and with a minimum of 
delay. 802.1Qat (Stream Reservation) is a simple reser-
vation protocol to notify the various network elements 
in a shared data path to reserve the resources necessary 
to support a particular stream. 801.1Qav (Queuing and 
Forwarding for AV Bridges) defines the rules necessary 
to ensure that an AV stream will be able to pass through 
the network within the delay specified in the reservation.

Transitioning from CAN Bus to Auto Ethernet
Although CAN bus will probably continue to play a sig-

nificant role in digital automotive systems for the next de-
cade, automotive Ethernet’s superior speed and ability to 
support precise time-critical communications will eventual-
ly displace it in most applications. This is especially the case 
with driver-assist and self-driving systems, where speed and 
predictable response times are essential. 

During the transition, manufacturers will be able to de-
ploy hybrid architectures using gateway devices to convert 
CAN messages to Ethernet either using UDP or IEEE 1722 
as an encapsulation format. This means that OEMs can tran-

sition to an Ethernet-based network and still be able to con-
nect to a legacy CAN ECU.
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