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with adjustable frequency and amplitude, 
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time-tagging with respect to UTC or GPS. 

The optional OCXO or rubidium clock (PRS10) 

provide better than  –130 dBc/Hz phase noise.
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M
y daughter competed in the Intel International 

Science and Engineering Fair for three years 

using custom-built robots that incorporated a 

Parallax Basic Stamp and Java Stamp along with a VGA camera 

that did basic object recognition with an 8 by 8 resolution. The 

reduced resolution was needed to process at only a few frames 

per second. The last project earned a second-place award. This 

was less than 20 years ago. 

Contrast that platform with the JetBot (Fig. 1), an open-

source project that’s built on NVIDIA’s new Jetson Nano, a 

DIMM with the functionality of the Jetson TX1. The Jetson 

Nano costs only $129 in single quantities, but it can process up 

to eight 1080p video streams while running multiple neural 

networks doing object recognition in real time. Performance 

in this space has increased by more than a factor of 1000 in a 

little over a decade. 

The thing is, the Jetson Nano just continues the artificial-

intelligence/machine-learning (ML) trend that’s essentially 

based in deep neural networks (DNNs). Platforms like the new 

BeagleBone AI (Fig. 2) take advantage of Texas Instruments’ 

AM5729 with C66x DSP cores and an embedded vision engine 

(EVE) to handle ML applications. Though targeting a different 

class of applications, it can still process video streams in real 

time. 

Image processing is a computationally demanding ML 

application, but far from the only AI application these days. 

Renesas’ RX66x microcontroller is supported by the company’s 

Failure Detection e-AI Solution. This provides ML motor-

control support for up to four motors, allowing developers 

to add preventative maintenance support while reducing the 

amount of information that would be sent to the cloud by mas-

saging data locally.  

Microcontrollers are gaining ML support as well. For exam-

ple, STMicroelectronics’ STM32Cube.AI helps developers 

create ML software for a range of STM32 platforms based on 

ARM’s 32-bit Cortex-M family. 

These examples are merely the tip of the iceberg when it 

comes to ML support. AI certainly isn’t needed for all applica-

tions. However, a greater number can benefit from the technol-

ogy even for applications where space and power are limited. 

The key to success doesn’t simply surround hardware accel-

eration—it also involves the software support that’s extensive 

when it comes to AI tools. It’s the software support that makes 

these solutions and others like them stand out.  

AI Continues  

to Trend Smaller 

and Faster

Editorial

WILLIAM WONG | Senior Technology Editor 

bill.wong@informa.com

1. The JetBot open-source project takes advantage of NVIDIA’s Jet-

son Nano. 

2. Texas Instruments’ AM5729 with C66x DSP cores, plus an embed-

ded vision engine, help the BeagleBone AI platform tackle machine-

learning chores. 

mailto:bill.wong@informa.com
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H
e a d - m o u n t e d  d i s p l a y s 

(HMDs) for virtual and aug-

mented reality (VR/AR) need sensors 

to determine head movement and posi-

tioning, otherwise the effects provided 

by the HMD can range from annoying 

to sickening. Even latency can cause a 

problem even if the tracking is accurate. 

What’s needed is fast and accurate 

tracking. This is accomplished by using 

sensors on the HMD, called inside-out 

tracking, versus external sensors, or out-

side-in. The former has the advantage of 

simplifying the overall system, at least 

from a user’s perspective. 

INSIDE-OUT 3D CAMERA DELIVERS 

V-SLAM

Two very different solutions have 

cropped up recently. One, from Intel, 

is based on its RealSense 3D camera. 

The RealSense family recently acquired 

a built-in IMU, although this makes the 

version of the camera useful for other 

reasons. The newest addition targets 

inside-out positioning. The RealSense 

T265 (Fig. 1) employs Intel’s Movidius 

Myriad 2 machine-learning (ML) video-

processing system. 

The T265 implements a visual inertial 

odometry simultaneous localization and 

mapping (V-SLAM) system that tracks 

objects in the real world. It delivers six 

degrees of freedom (6DOF) of inside-

out tracking support. Essentially, it 

tracks objects and their movement and 

position with respect to the camera. The 

RealSense sensors provide the 3D depth 

information that’s then processed by the 

Movidius SoC. Fish-eye lenses provide 

a wide, 170-degree field of view (FOV). 

Pricing starts at $199. 

The T265 can be mounted on an HMD 

to provide V-SLAM support. It also will 

deliver video and depth information for 

other aspects of an AR/VR application. 

On top of that, the sensor will be use-

ful for robotics and drones, especially in 

GPS-restricted environments. 

CHIRPING ULTRASONICALLY

Chirp is  TDK’s  latest  acquis i -

tion. Instead of infrared, 3D cameras, 

Chirp’s SonicTrack solution employs 

tiny ultrasonic transceivers, which can 

often outperform infrared sensors in 

a range of applications. They’re able to 

provide range information by them-

selves, although not to the degree of 

a RealSense 3D camera. On the other 

hand, the CH-101 chip is tiny (Fig. 2). 

Ultrasonic sensors have been used for 

range sensing applications in a number 

of areas like proximity sensors on cars. 

Things get a bit more interesting when 

multiple sensors are combined with the 

kind of intelligence Intel added to its 

RealSense cameras. 

One application that TDK is working 

on delivers inside-out positioning infor-

mation about the 3D hand controllers 

for AR/VR applications; in particular, 

HTC’s Vive HMD (Fig. 3). Three Chirp 

sensors are mounted on each controller 

and additional sensors are on the HMD. 

These are used cooperatively to provide 

accurate relative positioning informa-

tion via triangulation. Thus, the control-

lers can be used without initial calibra-

tion and set up. 

The CH-101 is an omnidirectional 

sensor. A single sensor is only able to 

provide range information, not posi-

tional information. Likewise, the sensor 

can be used as a transmitter, receiver, or 

both albeit one mode at a time. 

TDK’s InvenSense Fusion software 

can combine fuse sensor data from a 

number of devices, including the new 

ICM42688 and ICM42686 6-axis motion 

sensors. The software is designed to run 

on standard microcontrollers. n

INSIDE OUT—It’s All in the Positioning    

1. Intel’s T265 RealSense Tracking Camera combines a 

3D RealSense camera system with the Movidius Myriad 2 

machine-learning, video-processing system. 

2. TDK’s Chirp CH-101 ultrasonic transceiver is tiny and 

power-efficient.  

3. TDK is working with HTC and its Vive VR 

HMD to provide inside-out tracking of the 

hand controllers with the VR HMD.
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The role of BCMs in automotive design continues to expand to handle the increase in 

features and networking bandwidth requirements. Here’s a look at the architectures 

and interfaces in play.

NETWORKING
in Automotive Body 
Control Modules

JOHN GRIFFITH | Engineer, Automotive Body Electronics and Lighting, Texas Instruments 

Design Feature

A
utomotive body con-

trol modules (BCMs) 

are present in all mod-

ern vehicles to handle 

comfort, security, and lighting func-

tions (Fig. 1). They have quickly trans-

formed over the last few years, driven 

by the growing number of features, the 

desire to replace fuses and relays, the 

increased bandwidth requirements on 

in-vehicle networks, and the shrinking 

size requirements of original equipment 

manufacturers (OEMs). 

This article reviews the evolution of 

networking in BCMs, how different 

vehicle architectures affect in-vehicle 

networks, and common networking 

interfaces and requirements.

VEHICLE ARCHITECTURES

The increasing automotive body 

loads distributed around the vehicle 

have created control, load, and network-

ing issues. Some solutions control the 

loads from one central module; others 

control each load or a subset of loads 

locally. This creates a range of possible 

vehicle architectures.

The body-domain architecture inte-

grates most body functions into one 

large central-control module, including 

a message-routing central gateway (Fig. 

2). In addition, this centralized archi-

tecture often requires a large number of 

low- to mid-bandwidth control buses 

like local interconnect network (LIN) 

and controller area network (CAN). It’s 

becoming common to have more than 

a dozen LIN networks and more than 

eight CAN networks in a centralized 

BCM-plus-gateway application.

1. The next generation of automotive body control modules (BCMs) provides a wide range of 

connectivity.

12 MARCH/APRIL 2019   ELECTRONIC DESIGN



It’s also common to see interfaces like 

Ethernet used as the high-bandwidth 

interface in centralized BCM-plus-

gateway modules. Ethernet enables the 

distribution of large amounts of data 

around the vehicle between different 

domain controllers or to external tools.

Other body-domain architectures 

decentralize the body domain, with 

multiple smaller distributed BCMs 

around the vehicle. For example, in the 

three-BCM architecture (Fig. 3), one 

BCM is placed in the rear of the vehicle, 

a second goes in the center of the vehicle, 

and a third is in the front of the vehicle. 

Placing multiple modules around the 

vehicle enables you to locate them closer 

to the inputs that need monitoring and 

the loads that need controlling. This can 

often result in simpler wiring, with only 

power and networking shared between 

control modules.

By handling a smaller number of 

inputs and a smaller number of loads, 

these modules can also be simpler from 

both a power and networking perspec-

tive, containing just a single regulator and 

a single interface, such as LIN or CAN.

Populating and depopulating trans-

ceiver integrated circuits and using sin-

gle, dual, and quad transceivers to opti-

mize solution size scales the number of 

interfaces on the BCMs so tthat hey can 

be used across different car platforms or 

trim levels.

VEHICLE INTERFACES

To optimize the complexity and cost of 

in-vehicle networking, a number of inter-

faces have been developed over the years.

LIN

In direct response to the growing inte-

gration of small electronic comfort fea-

tures into vehicles, the first LIN standard 

was released in 1999. The idea was to 

offer a single-wire, low-cost, low-speed 

interface that could be implemented on 

2. The body-domain architecture integrates a majority of body functions into one large 

central-control module.

3. A three-BCM architecture has one BCM in the rear of the vehicle, a second in the center, 

and a third in the front. Placing multiple modules around the vehicle places them closer to 

the inputs that require monitoring and the loads that need controlling, resulting in simpler 

wiring.

4. LIN targets human-machine interface applications where latency on the order of tens of 

milliseconds is more than tolerable. 
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Body Control Modules

a small microcontroller with a simple 

universal asynchronous receiver trans-

mitter peripheral (Fig. 4).

LIN targets human-machine interface 

applications where latency on the order 

of tens of milliseconds is more than tol-

erable. The master module is responsi-

ble for polling the status of each slave on 

the network on a pre-defined schedule. 

With one central master node on the 

network handling all scheduling, sync-

ing, and clocking, the slaves can be as 

low cost as possible. Master multi-slave 

polling networks lower the total system 

cost. However, the delay for an event 

to be processed can be a maximum of 

the time it takes to run through the full 

schedule table.

Since there are master and slave mod-

ules, some of the key transceiver features 

will depend on the role the transceiver 

will have on the network. For example, 

most slave modules need to respond to a 

LIN wakeup signal broadcasted over the 

bus. This can require a low-power wake 

receiver and an inhibit (INH) output pin 

for enabling and disabling a local regu-

lator. It would allow slave nodes to be 

in the lowest possible power state, with 

only the transceiver monitoring the LIN 

bus and reducing system supply current 

while the vehicle is off.

On the other hand, a LIN master 

module is responsible for broadcasting 

the wakeup signal and therefore doesn’t 

need a low-power wake receiver and 

INH output pin. BCMs often connect 

to large numbers of LIN clusters, thus 

necessitating many LIN master trans-

ceivers. For BCM applications like this, 

it’s important to have transceiver fami-

lies with single, dual, and quad product 

offerings to easily scale designs in a size-

optimized manner.

In order to earn OEM approvals, other 

important features include the ability to 

handle radio-frequency (RF) immunity, 

transient, and electrostatic discharge, 

and to have low emissions. Depending 

on the vehicle type, you may also need 

different bus-fault protection voltages. 

For example, 12-V passenger vehicles 

require bus-fault protection voltages of 

up to 40 V, but 24-V commercial vehi-

cles like semi-trucks and buses require 

higher bus-fault protection voltages of 

up to 60 V or more.

CAN 

CAN started in the 1980s and has 

continued to evolve. Used by OEMs 

worldwide, CAN is a tried-and-true dis-

tributed control, serial, two-wire differ-

ential network standard developed for 

automotive and industrial applications. 

A differential topology leads to a more 

robust interface that’s less susceptible to 

RF interference and has lower emissions 

due to the balanced differential signal-

ing (Fig. 5).

CAN is a multi-master protocol with 

nondestructive, bit-wise arbitration. 

Any CAN node on the network can 

access the bus when it’s idle; if multiple 

nodes try to do so at the same time, the 

higher-priority message will win arbi-

tration without any data errors. Other 

important features of the CAN standard 

include error checking, fault confine-

ment, and clock synchronization.

5. CAN is a multi-master protocol with nondestructive, bit-wise arbitration.
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Body Control Modules

Classical CAN, as the original Inter-

national Organization for Standardiza-

tion (ISO) 11898 CAN standard is often 

referred to now, has a maximum data 

rate of 1 Mb/s and a maximum data 

payload of 8 bytes. As with the LIN bus, 

fault protection, transient protection, 

electromagnetic compatibility (EMC) 

performance, and packaging options are 

key differentiators.

CAN with Flexible Data Rate

Continuing a long the trend of 

increasing bandwidth for in-vehicle 

networks, in 2012, CAN in Automation 

(CiA) proposed updates to the CAN 

standard to allow for faster data rates 

and larger payload sizes. Now known 

as CAN with Flexible Data Rate (CAN 

FD), the updates were ratified into new 

versions of the ISO 11898 standard.

CAN FD makes three major changes 

to the CAN standard:

• The maximum data rate increased 

from 1 Mb/s to 5 Mb/s.

• The maximum payload s ize 

increased from 8 bytes of data to 

64 bytes of data.

• Updated algorithms for cyclic 

redundancy checking.

CAN FD is still backwards-compat-

ible with classical CAN (Fig. 6). It has 

benefits of the increased data rate and 

payload size.

Taking advantage of these benefits 

requires new CAN FD controllers for 

handling the updated protocol and new 

CAN FD transceivers to handle the 

more stringent physical-layer require-

ments. Nevertheless, a 5X increase in 

bandwidth and much lower effective 

overhead with the larger payloads have 

led OEMs worldwide to quickly adopt 

CAN FD.

As with classical CAN, bus-fault pro-

tection, transient protection, EMC per-

formance, and packaging options are 

still key differentiators.

CAN with Partial Networking

As worldwide vehicle-emissions 

requirements become more stringent, 

OEMs are exploring ways to reduce 

vehicle weight and energy consumption. 

To address lower system-wide vehicle 

power consumption, a third version of 

CAN was created, CAN with Partial 

Networking (CAN PN).

CAN PN added the ability to have 

a subset of nodes on a CAN network 

6. CAN FD, which is still backwards-compatible with classical CAN, has an increased data 

rate and larger payload size.
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Body Control Modules

active while allowing other nodes on 

the network to remain in low-power 

mode. This is different from classical 

CAN and CAN FD, since all nodes on 

a network are either active or in low-

power mode.

CAN is set up as a broadcast topol-

ogy: All nodes are required to check 

the validity of a transmitted frame and 

respond with an acknowledge bit. In 

practice, this means that if one node on 

a network sends a message, every other 

node on the network is required to wake 

up and error-check that message.

Allowing nodes to remain in low-

power mode until specific identifiers 

or payloads are broadcasted over the 

network enables OEMs to create a large 

variety of partial networks. Program-

ming each node with only the messages 

important to it allows more nodes to 

remain in low-power mode, and thus 

reduces the vehicle’s current consump-

tion.

CAN PN has the same requirements 

as CAN and CAN FD, but also requires 

an accurate low-power oscillator and 

built-in digital logic for decoding broad-

casted CAN messages.

ETHERNET

Unlike LIN and CAN, the Ethernet 

standard started as an industrial proto-

col and was well established worldwide 

before ever being considered for the 

automotive space. When 1- to 10-Mb/s 

data rates were no longer sufficient, 

automotive OEMs and suppliers looked 

to Ethernet. The Institute for Electrical 

and Electronics Engineers (IEEE) has a 

family of Ethernet standards called IEEE 

802.3.

OEMs’ desire to minimize the weight 

and emissions of any protocol used in 

automobiles led to the creation of two 

new standards specifically for automo-

tive applications. Using new encoding 

schemes and transmitters and receivers 

capable of full-duplex operation reduced 

the wiring from two or four twisted pairs 

to a single twisted pair (Fig. 7).

The first automotive standard released 

was the 802.3bw standard, which is 

also known as 100Base-T1. It has that 

7. Ethernet normally uses four wires, but automotive Ethernet employs only two. 

C
AN is set up as a broadcast topology: 

All nodes are required to check the 

validity of a transmitted frame and respond with 

an acknowledge bit. In practice, this means that 

if one node on a network sends a message, every 

other node on the network is required to wake 

up and error-check that message.
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name thanks to its 100-Mb/s data rate 

and ability to communicate full-duplex 

over a single unshielded twisted-pair 

cable (T1). The standard specifies that 

the transceivers must be able to support 

a minimum of 15 m; today, many trans-

ceivers support 30 m or more.

To further increase the bandwidth of 

the bus by another 10X, the IEEE 802.3 

working group ratified the 802.3bp 

standard in 2016. This standard is 

also referred to as 1000Base-T1, since 

it allows for 1,000 Mb/s over a single 

unshielded twisted pair of cable.

One limitation of Ethernet is that it 

is a point-to-point standard; an Ether-

net switch in the physical layer is neces-

sary if one node needs to communicate 

with multiple other nodes. But because 

100Base-T1 and 1000BASE-T1 are ac-

coupled to the bus, the fault-protection 

voltage doesn’t need to be as high as LIN 

and CAN (Fig. 8). Furthermore, low 

emissions, high RF immunity, and the 

ability to communicate over longer dis-

tances are differentiators for Ethernet 

transceivers. 

JOHN GRIFFITH is an experienced analog 

engineer with a demonstrated history of 

working in the semiconductor industry. He 

is skilled in semiconductor product support 

and definition, and PCB design and layout. 

John holds a Master’s focused in Electrical 

Engineering from the Rochester Institute of 

Technology.

8. LIN, CAN, and Ethernet provide complementary functionality.

Body Control Modules
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Employing strategies such as GPUDirect, PCIe Device Lending, and implementing 

SISCI API can help system integrators optimize ISR solutions.

F
or militar y intel l igence, 

surveil lance, and recon-

naissance (ISR) applica-

tions, such as radar, EO/IR 

(electro-optic/infrared), or wideband 

ELINT (electronic intelligence), the 

ongoing problem is how best to handle 

the expanding “firehose” of data, fed by 

an increasing number of wide-band-

width platform sensors.  To handle this 

massive inflow of data, and the com-

plex algorithms required to process it, 

state-of-the-art computational engines 

and data-transport mechanisms are 

essential.  

D e p l o y e d  H i g h  Pe r f o r m a n c e 

Embedded Computer (HPEC) systems 

designed to support these applications 

typically have a heterogeneous archi-

tecture of high-performance FPGAs, 

GPUs, and digital signal processors, 

or DSPs (today, often Intel Xeon-D 

based modules). GPUs provide a large 

number of floating-point cores tuned 

for complex mathematical algorithms, 

which makes them ideal for process-

ing the complex algorithms used in ISR 

applications. In comparison, a single 

Intel Xeon-D processor can provide 

a peak throughput of ~600 MFLOPS, 

while NVIDIA’s Pascal P5000 GPU 

sports 6.4 TFLOPS of peak perfor-

mance. 

TIGHTER INTEGRATION

Today, ISR system integrators have 

three main goals: minimize latency, 

maximize system bandwidth, and opti-

mize configuration flexibility within 

their given SWaP constraints. To address 

these issues, leading COTS vendors of 

OpenVPX modules are seeking ways to 

provide closer integration between the 

compute elements. 

In the beginning, sensor data prepro-

cessed by the FPGA had to be copied 

to the CPU, which subsequently cop-

ied it to the GPU for further processing.  

Then, NVIDA introduced GPUDirect, 

which added the capability to move the 

data directly from an FPGA or network 

interface, such as Mellanox Infiniband, 

to a GPU. By eliminating extra copies, 

both latency and backplane utilization 

were decreased.  

Such an approach works well until 

the amount of incoming data over-

whelms the system, such that one batch 

of data hasn’t completed processing 

before the next batch of data arrives. 

This can result either from the trans-

port systems being overwhelmed (I/O 

bound) or the GPU not completing the 

calculations in the required time frame 

(compute bound). 

When using GPUs, the limiting fac-

tor is often the I/O, and this is usually 

addressed by employing either a round-

robin distribution of the incoming data, 

and/or pipelining the processing stages. 

Unfortunately, as sensor data continues 

to increase, it’s become apparent that new 

techniques are required.

PCI EXPRESS

In OpenVPX systems, the standard 

interface between the FPGAs, GPUs, 

and CPUs is PCI Express (PCIe)—it 

offers the fastest path to and from the 

processor, and by definition, connects 

to other devices via the expansion plane. 

Offloading the Ethernet with the PCIe 

connection reduces latency and increas-

es throughput. 

Based on the original PCI parallel bus 

design, PCIe is controlled by a single 

“master” host called the root complex 

that scans the bus to find and enu-

merate all connected devices. When a 

PCIe switch is used to connect multiple 

devices to a root complex, it’s called a 

transparent bridge (TB), and all devices 

operate in a single address space.  With a 

TB, two root nodes (processors) can’t be 

connected because there will be a mem-

ory address conflict. 

When a PCIe switch port is config-

ured as non-transparent bridge (NTB), 

a root node doesn’t look to enumer-

ate devices beyond that switch port. 

GPU TRENDS:
The Quest for Performance, 
Latency, and Flexibility in 
ISR Systems

TAMMY CARTER | Senior Product Manager, Curtiss-Wright Defense Solutions

Industry Trends
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So, when either of the two processors 

enumerates their NTB port, the port 

requests memory on that processor. The 

NTB port provides the common memo-

ry address translation to either side.

MULTICASTING

The next step to reducing latency is 

to multicast the incoming data to mul-

tiple GPUs. Until recently, multicast-

ing GPUs in deployed ISR systems has 

been impractical because previous PCIe 

implementations were hampered by the 

traditional design limitations of one-to-

one connections. The problem of how 

to multicast data across multiple GPUs 

using PCIe links increases the already 

complex task of programming the PCIe 

interface and setting up the bridges and 

root complexes.

In c l u d e d  i n  Cu r t i s s - Wr i g ht ’s 

OpenHPEC Accelerator Suite, Dolphin 

Interconnect Solutions’ PCI Express 

(PCIe) Fabric Communications Library 

provides the software needed to squeeze 

every ounce of performance from the 

PCIe interface. It also eases PCIe pro-

gramming by abstracting the otherwise 

time-consuming code to simple APIs. 

The Software Infrastructure Shared-

Memory Cluster Interconnect (SISCI) is 

a well-established API and is the fastest 

way to exchange data. It can be used for 

Programmed IO (PIO), where a point-

er is used to directly access the remote 

memory with the lowest latency, or as 

remote direct memory access (RDMA) 

where the DMA controller of the PCIe-

NTB copies data from remote to local 

memory with the highest bandwidth. 

Here’s an example of a 3U configuration.
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One of the latency-reducing features 

of SISCI is reflective memory/multicast. 

The PCIe switch will send out data on all 

connected ports simultaneously, mean-

ing all nodes will receive data virtually 

simultaneously when connected to a 

single switch. When multiple bridges 

are used, each switch hop will add a tiny 

delay to the data delay.

In a typical backplane-based ISR sys-

tem, the CPU is tied directly to a GPU that 

resides on its XMC mezzanine card, or in 

a separate slot in the chassis. For example, 

dual Xeon-Ds on a 6U OpenVPX board 

are connected via a PCIe switch. Likewise, 

a 6U GPU card might have two GPUs 

connected via a PCIe switch to each other 

and the backplane. Using this two-board 

6U DSP and GPU system “slice,” one 

Xeon-D can control both GPUs, or each 

of the Xeon-Ds can control one of the 

GPUs. With a three-board combination 

of one DSP board and two GPU boards, 

one Xeon-D controls the upstream GPU 

card while the second Xeon-D controls 

the downstream GPU board.  

If the system is based on the smaller 

3U OpenVPX form factor (see figure), the 

latency issue becomes even more acute 

because there might only be one x4 PCIe 

link available to the CPU board. The 

solution becomes even trickier if the 3U 

system doesn’t include a central switch.

CREATING FLEXIBILITY IN 

COMBINED SYSTEMS

ISR systems can run multiple modes, 

but now system integrators also want the 

ability to combine systems, such as radar 

and EW, into a single processing box. In 

such a configuration, the data flows and 

the computation requirements will vary 

greatly between each system’s modes. 

Since the GPUs and FPGAs are attached 

with cables, or connected via the back-

plane, flexibility can be tricky. Some 

flexibility might be achieved by recon-

figuring the PCIe bridge ports, but what 

if a CPU could borrow a GPU, FPGA, or 

even non-volatile memory attached on 

the PCIe bus? 

With PCIe Device Lending by Dol-

phin, devices can be borrowed over 

the PCIe network without any soft-

ware overhead. Device lending is one 

simple way to reconfigure systems 

and reallocate resources. The lending 

function makes the devices available 

on the network for temporary access. 

The borrowing function searches the 

available devices, and then the selected 

devices can be borrowed temporarily as 

required. When the work is complete, 

the devices will be released. 

At the GTC 2019 conference, Dolphin 

demonstrated its proof-of-concept soft-

ware library for creating GPU-oriented 

applications with GPU Direct using 

GPU Trends
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capable GPUs and commodity NVMe 

disks. The memory-mapping capabili-

ties of PCIe NTBs are used to set up effi-

cient I/O data paths between GPUs and 

disks that are attached to different root 

complexes, allowing multiple GPUs to 

access a remote disk.

While GPUs have clear advantages for 

a variety of high-performance ISR appli-

cations, some designers are concerned 

with the lack of determinism exhibited 

by these devices. The good news here is 

that NVIDIA is now working to improve 

determinism on their GPUs. In CUDA, 

NVIDIA will expose APIs to describe 

tasks and the dependencies between 

tasks, thus providing more control over 

them.  At the system level, NVIDIA is 

working on a timing-triggered scheduler. 

WHAT ABOUT LEGACY CODE?

While new systems can readily ben-

efit from these recent advances in GPU 

architectures, there is, of course, lots 

of legacy software still in use. Helping 

to protect the vast investments in this 

legacy code is OpenACC. It’s a standard 

programming language that makes opti-

mizing and porting older existing serial 

code to a multicore processor, like the 

Xeon-D or a GPU, a very simple process. 

All that’s required with OpenACC is 

a hashtag and a definition of the plat-

form that the code will run on. In turn, 

the code will be able to run on the tar-

geted board. This makes it possible to 

have optimization pragmas that enable 

code to be parallelized in small incre-

mental stages (like one loop at a time), 

essentially allowing the system to take 

“baby steps” when optimizing/porting 

the existing code. While not as efficient 

as handwriting the code in CUDA, the 

results are impressive, and over the 

course of a few weeks can deliver great 

results for optimizing and porting years-

old legacy code to a GPU.

When searching for the best possible 

signal-processing performance from a 

heterogeneous system, it’s good to con-

sider using GPUDirect to cut out the 

“middle man” CPU in order to reduce 

latency. The next step is to explore mul-

ticasting from the front end to multiple 

GPUs and CPUs, even if the data must 

pass through several bridges. 

For maximum system flexibility, 

integrators should check out a library 

system of devices that can be borrowed 

using PCIe Device Lending. Keep soft-

ware on time and under budget by using 

the SISCI API instead of writing all the 

PCIe code from scratch. For fast-turn 

porting of legacy, play with pragmas 

in OpenACC.  These strategies can be 

helpful guides for any ISR system inte-

grator seeking improved performance, 

latency, and flexibility. 
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Fourth in a five-part series, this article presents how the methodologies of testing 

and characterization of system-in-package technology enables higher-quality, more-

reliable products. 

I
n parts 1, 2, and 3 of the series (go 

to www.electronicdesign.com), we 

talked about how the fundamen-

tal shift of focus toward systems 

makes system-in-package (SiP) an essen-

tial step forward in electronic design. 

Through SiP, a complete system can be 

packaged into a standard ball-grid-array 

(BGA) package the size of a nickel, such as 

the Octavo Systems’ OSD335x in Figure 1.

We also discussed the advantages SiP 

brings to the design and manufacturing 

of semiconductors and how they can be 

used to tip the economy of scale toward 

low-volume opportunities. In this article, 

we will examine testing methodologies 

for SiP and how it simplifies testing and 

characterization of devices. This gives 

customers of SiP a more-reliable, higher-

quality product to put into an end system.

There are several advantages to man-

ufacturing a product or device using a 

system component (i.e., a SiP) rather 

than using discrete components. Here, 

we will focus on the advantages found 

in the device testing process and meth-

odology. SiP components are uniquely 

suited to take advantage of the semicon-

ductor manufacturing processes while 

simultaneously utilizing system-level 

testing normally reserved for the end 

product or device.

While Moore’s Law has driven ever-

increasing transistor densities and 

device complexity, semiconductor 

testing has kept pace by focusing on 

extremely high-volume manufactur-

ing. This necessitates moving quickly 

through the manufacturing learning 

curve to reduce the cost of a product as 

quickly as possible. As a result, the semi-

conductor test methodology and equip-

ment used during manufacturing have 

not only made semiconductor compo-

nent testing extremely cost-effective, but 

have also resulted in higher quality and 

more reliable devices.1

With this as a backdrop, let’s first 

explore some basic testing concepts of 

both semiconductor devices and sys-

tems. That follows with a look at a SiP as 

a device under test (DUT) and applica-

tion of these concepts.

TESTING BASICS

Generally, the further down the 

manufacturing process an unusable 

device travels, the more money is lost. 

Path to Systems:
A SiP of Reliable Advantage—
Systems Under Test

NEERAJ DANTU | Applications and Systems Engineer, Octavo Systems LLC

MASOOD MURTUZA | Manager Package Engineering, Octavo Systems LLC

ERIK WELSH | Applications and Systems Manager, Octavo Systems LLC

GENE FRANTZ | Chief Technology Officer, Octavo Systems LLC

www.octavosystems.com

Product Trends

1. The OSD335x is an example of a complete system fitting into a tiny BGA package.
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It’s therefore important to test as much 

as possible early in the manufacturing 

process. In addition, as devices become 

more differentiated, they become more 

expensive to test as the volume of the 

devices drops and the process becomes 

more manual. 

For example, the component tests for 

a generic CPU are much more automat-

ed than system-level tests on specialized 

equipment using that CPU. As such, 

each subsequent round of testing should 

focus on aspects that weren’t tested or 

couldn’t be tested earlier in the process. 

This applies to both component-level 

testing of semiconductor devices as 

well as system-level testing required for 

products or devices. 

Traditionally, semiconductor test-

ing is focused on components rather 

than systems since most semiconductor 

devices are used as discrete components 

within a larger system. Component test-

ing is primarily divided into two parts: 

wafer-level testing and packaged-device 

testing. 

In a wafer probe,2 the equipment will 

initiate different tests by probing each 

die in order to determine good die that 

will be packaged for further testing. 

Once the semiconductor die is pack-

aged, the test equipment can perform 

the next set of tests, which includes 

external circuits, in order to finalize the 

component to be sold.

Due to the volume of products manu-

factured in the semiconductor world, 

the component-level testing uses auto-

mated test equipment (ATE) (Fig. 2). 

Such ATEs use input vectors, patterns 

of 1s and 0s, or voltages designed to test 

for and uncover faults in the DUT. This 

is done by comparing the actual output 

vectors of the DUT to the expectations 

of the design specification, datasheet, 

and/or statistical characterization of 

known-good devices. ATEs are designed 

to use different test fixtures depending 

on the testing process and device to pro-

vide high test throughput and minimize 

the idle time of the ATE. For example, 

load boards enable automatic handling 

of packaged devices. 

Figure 3 shows a simple block dia-

gram of an ATE interacting with a pack-

aged DUT via a load board and a flow 

graph of how it tests the DUT. While 

the ATE can have access to some or all 

of the pins of a given device, the pri-

mary interaction between the ATE and 

complex DUTs, such as a processor or 

system-on-chip (SoC), is generally via 

a JTAG (Joint Test Action Group) Test 

Access Port (TAP) and boundary-scan 

chain infrastructure (Fig. 3, top). These 

elements inside a DUT can be accessed 

via a JTAG interface, which allows 

the testing of a device with different 

methodologies, such as automatic test 

pattern generation (ATPG) to detect 

stuck-at faults, built-in self-test (BIST) 

to detect faults in both memory and 

logic,3 or functional tests like IO loop-

back (Fig. 3, bottom). 

2. A typical automated test equipment (ATE) setup. (Courtesy of Advanced Semiconductor 

Engineering Inc.)

3. ATE test setup with load board and DUT (top); flow graph of how the ATE tests the DUT 

(bottom).
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Traditionally, when building real-

world products or devices, a system-

level testing (SLT) methodology4 is 

used. Generally, this involves loading 

production software or firmware on to 

the system and testing the system-level 

functionality of each component by cov-

ering all of the intended use cases. In 

many cases, this process is more manual. 

An interesting example comes from 

the early part of Gene Frantz’s career on 

the manufacturing production line in 

the Texas Instruments calculator divi-

sion. Instead of an ATE, many times 

the production tester was a human. The 

production test on the DUT (in this 

case, a calculator) consisted of a set of 

test vectors (an equation) entered into 

the DUT and the output test vector 

(resulting answer to the equation) being 

read by the tester (human) with a deter-

mination of pass or fail. Depending on 

the volume of production, this type of 

manual testing process is still used today 

for system-level testing.

System-in-package devices, on the 

other hand, fall somewhere in between. 

They incorporate many tested die them-

selves, as well as other semiconductor 

components connected together. As 

such, they can be considered a system, 

requiring system-level testing. However, 

the good die may not have been as fully 

tested as individual packaged devices 

and, therefore, can’t be considered a 

component, requiring component-level 

testing in SiP. This leads to the question: 

How should a SiP be tested?

HOW SHOULD THE SiP BE TESTED?

System-in-package devices can consist 

of multiple active and passive compo-

nents. To test every component individ-

ually, all of the pins of each component 

need to be brought out to a pin/ball on 

the SiP. While this would enable full 

component-level packaged-device test-

ing, it also drastically reduces the ben-

efits of a SiP. Since manufacturing testing 

shouldn’t reduce the design, cost, and 

size benefits of a SiP, a hybrid approach 

is required to verify and validate a SiP. 

Component-level testing should be 

employed for all direct connections 

between die and the package pins/balls. 

This will ensure that there are no struc-

tural faults and provide a platform for 

characterization similar to what would 

be performed on standard packaged 

components. 

On the other hand, system-level test-

ing should be employed to validate and 

characterize all internal connections. 

This could include functional-level tests 

to validate connections between com-

ponents, such as a processor and DDR 

memory. It could also involve stress tests 

to verify proper operation under heavy 

loads, e.g., confirming that a power-

management IC (PMIC) can supply 

enough current to meet system needs. 

SiP devices may also use some pins/balls 

as test points (i.e., pins that should not 

be used functionally) to provide visibil-

ity on internal signals. For example, test 

points can be employed to monitor volt-

age rails only used within the SiP.

Using a hybrid testing approach for 

SiP devices provides several benefits. 

First, since components are already con-

nected together within the SiP, those 

intermediate connections no longer 

have to be tested as rigorously as they 

would when testing the component 

individually. For example, if a PMIC 

provides a voltage rail that’s used com-

pletely within the SiP, the PMIC output 

no longer must be fully characterized 

for all potential output loads since the 

output load is, by design, fixed. 

Similarly, the input pins of all com-

ponents attached to that voltage rail no 

longer need to be tested over a wide 

range of input voltages since that, too, is 

fixed. This allows for a reduction in the 

component-level tests required, since 

that connection can now be validated 

by a single system-level test. In addition, 

the form factor of a SiP makes it possible 

to utilize semiconductor ATEs, which 

can reduce the time needed for handling 

during many system-level tests and 

automate what might have otherwise 

been a manual process.

TESTING A SiP AS A 

SEMICONDUCTOR

Given the SiP form factor, it can be 

handled as if it were a semiconductor 

component. Socketed load boards (i.e., 

load boards that allow an ATE to con-

nect to one or more DUTs) enable the 

ATE to send test vectors to the DUT 

and verify the resulting vectors of the 

test. In addition to validating the test 

vectors, the ATE can also perform open 

and short testing as well as voltage-level 

verification on the DUT. For example, 

the following diagrams describe how 

the OSD3358 SiP from Octavo Systems 

is tested as a semiconductor component 

rather than as a typical end system, such 

as a printed circuit board (PCB) or sys-

tem-on-module (SoM).

As shown in Figure 4 (top), the ATE 

interfaces with the SiP and non-volatile 

memory on the load board. The sock-

eted load board provides the ATE with 

4. ATE setup to test a SiP (top); flow graph of the ATE testing the SiP (bottom).
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SiP Technology

access to all of the SiP device’s pins. Fig-

ure 4 (bottom) shows the flow graph of 

the test procedure. Open and short test-

ing is first performed to eliminate DUTs 

(in this case, SiPs) with manufacturing 

faults that resulted in unconnected or 

shorted signals. The ATE then supplies 

power and verifies the voltage levels 

of the SiP. Finally, a software program 

contained in the non-volatile memo-

ry, which includes functional tests, is 

copied into the SiP during boot and is 

used to examine the rest of the SiP. This 

program interfaces to the ATE through 

the test vector input and output inter-

face whereby the ATE can then send the 

commands to control which tests are 

executed by the SiP. Figure 5 shows the 

OSD335x SiP undergoing test.

These tests might include verifying 

the hardware inside the SiP or validat-

ing various interfaces. After each test, 

the SiP can send an output via the vec-

tor interface that reflects the outcome of 

the test. Consequently, that part can be 

sorted and binned based on whether the 

device passed or failed the test. In gen-

eral, the tests should be as short as pos-

sible and ordered based on which cov-

ers the most common failures, so that 

“bad” devices can be found as quickly 

as possible. 

There are several advantages to this 

methodology. It’s easy to update the 

non-volatile memory to add more 

tests or update existing tests. In addi-

tion, the quick feedback loop between 

the DUT and the ATE means that fail-

ures are identified faster and in a com-

pletely automated manner. Boot time 

is minimized since the DUT need only 

boot and load the tests one time. This 

can result in shorter test times, which 

reduces the cost of the device. 

YIELD

While many testing benefits can be 

realized with SiP technology, one clas-

sical concern often raised is yield. The 

argument is, given that SiP can contain 

hundreds of components, each with 

their own failure rate, the final yield 

of a SiP is the product of the yields of 

individual components. For example, if 

you have five components within a SiP, 

each with a 95% yield, theoretically the 

resulting SiP yield is only approximately 

77% (0.95 * 0.95 * 0.95 * 0.95 * 0.95 ≈ 

0.77). However, this isn’t what’s actually 

seen. 

In reality, SiP yields are much high-

er due to a combination of factors. As 

discussed above, when discrete com-

ponents are tested, all inputs and out-

puts must be fully tested. Furthermore, 

tighter test limits, or guard-banding, are 

applied to ensure that the component 

can be used in all extremes of the use 

conditions called out in the general-pur-

pose specifications. 

However, within a SIP, the use envi-

ronment is known and controlled. 

For internal connections, variation in 

input voltage, current load, timing, and 

other variables are minimal. Therefore, 

devices that might have otherwise failed 

the normal component testing can be 

used within a SiP because it meets the 

requirements for the given SiP. Hence, 

SiP yields depend on the system use 

requirements, more like an end product, 

rather than just the individual compo-

nent yields.

As more semiconductor companies 

look to make their devices “SiP ready,” 

refinements in device testing will occur 

in wafer-level testing, enabling further 

improvements in SiP yields. Eventually, 

wafer-level tests will include any provi-

sion to make physical changes in chips, 

such as resistor trimming or fuse blow-

ing, as well as additional test coverage to 

avoid complex testing in SiP form.

CONCLUSION

By using a hybrid of component- and 

system-level testing methodology, SiP 

offers benefits to the system manufac-

turer as well as the end customer of a 

more robust and cost-effective product. 

This is achievable if SiP manufacturers 

perform system tests while utilizing the 

testing methodologies and infrastruc-

ture of semiconductor testing. 

We have found this method to yield 

extremely high rates of pass at next-level 

system tests. This unique method of 

testing, in addition to all of the other 

benefits of using a SiP device discussed 

in this series, provides strong arguments 

that a SiP solution like that developed by 

Octavo Systems may be the best solution 

for any embedded product design. 
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5. The OSD335x-SM SiP under test. (Courtesy of Advanced Semiconductor Engineering Inc.)
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42V Monolithic Synchronous Step-Down Regulators with 2.5µA 
Quiescent Current and Ultralow EMI 

Introduction
High efficiency, low EMI step-down regulators are 
found throughout automotive, industrial, medical and 
telecom environments, where they power a wide variety 
of applications from a broad array of input sources. 
Particularly in battery powered applications, a significant 
amount of time is spent in standby mode, requiring all 
electrical circuits to operate with a low quiescent current 
in order to preserve battery run times.

The LT8606/LT8607/LT8608 are a series of monolithic 
step-down regulators optimized for applications with a 
wide input voltage range, low EMI levels and small solution 
sizes. All share the same thermally enhanced 10-lead MSE 
package and 8-pin 2mm × 2mm DFN package, enabling 
them to fit into tight spaces. They differ in their output 
current capabilities, as shown in Table 1.

The low IQ of the LT8606/LT8607/LT8608 is indispensable 
in battery-powered applications where idle current must 
be kept low. They feature a Burst Mode® option, which 
consumes only 2.5µA quiescent current from the input 
source even while regulating the output voltage, maintaining 
battery standby time for as long as possible. The 3V~42V 
wide input voltage range satisfies the demanding 

requirements of industrial and automotive applications, 
which are distinguished by their lack of stable, high quality 
voltage sources. The devices come in the 10-lead MSE 
package and also include spread spectrum operation to 
meet ultralow EMI emission requirements.

Table 1. 

Part#
Current 
Level Package Operation Mode

LT8606 350mA MSE-10 Burst Mode Operation 
Pulse-Skipping Mode 
Spread Spectrum Mode 
Sync Mode

DFN-8 Burst Mode Operation Only

LT8607 750mA MSE-10 Burst Mode Operation 
Pulse-Skipping Mode 
Spread Spectrum Mode 
Sync Mode

DFN-8 Burst Mode Operation Only

LT8608 1.5A MSE-10 Burst Mode Operation 
Pulse-Skipping Mode 
Spread Spectrum Mode 
Sync Mode

DFN-8 Burst Mode Operation Only

Figure 1. High Efficiency LT8607 12V to 5V Synchronous Step-Down Converter
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Circuit Description and Functionality
Figure 1 shows a 5V output power supply based on the 10-
lead LT8607 regulator. The input voltage extends up to 42V 
and the output is set to 5V at 750mA with 2MHz switching 
frequency. Only a few additional components are required 
for the complete solution, including inductor L1 and a few 
passive components. Figure 2 shows that this circuit can 
achieve 92.5% peak efficiency.

Burst Mode Operation Improves Light Load 
Efficiency
During light load operation and no-load standby mode, high 
efficiency and low idle current are very important for battery 
powered applications. The LT8606/LT8607/LT8608’s 
2.5µA quiescent current and Burst Mode operation option 
are perfect solution for these requirements. During light 
load and no-load conditions, an LT8606/LT8607/LT8608-
based converter gradually reduces the switching frequency, 
which reduces switching power losses while maintaining 
low output voltage ripple. Figure 3 shows the light load 
efficiency of the solution shown in Figure 1.

High Switching Frequency with Ultralow EMI 
Emission 
In addition to efficiency, EMI/EMC compliance is demanded 
in automotive, industrial, computational and telecom 
environments. A higher switching frequency allows a 
smaller solution size but often at the cost of increased 
EMI emission. The LT8606/LT8607/LT8608’s integrated 
MOSFETs, built-in compensation circuit and 2.2MHz 
operation minimize solution size, but they also achieve 
excellent EMI performance, due to advanced process 
technology. Spread spectrum mode operation of the 
switching frequency can further reduce EMI emissions. 
Figure 4 shows the CISPR25 EMI test result of the solution 
shown in Figure 1.

Conclusion
The LT8606/LT8607/LT8608 are easy-to-use monolithic 
step-down regulators with integrated power MOSFETs 
and built-in compensation. They are optimized for 
applications with wide input voltage ranges and low EMI 
noise requirements. Their 2.5µA quiescent current and 
Burst Mode operation option makes them ideal solutions 
for battery powered step-down converters, significantly 
extending battery standby times. The 200kHz to 2.2MHz 
switching frequency range makes them suitable for most 
low power to micropower applications. Integrated MOSFETs, 
together with up to 2.2MHz switching frequency ability 
greatly minimize the total solution size. CISPR25 scanning 
results show their excellent radiated EMI performance, 
making them compliant with most stringent EMI standards.

Figure 2. Efficiency vs. Load Current for LT8606/LT8607/LT8608 
Based 12VIN to 5VOUT Step-Down Converter

Figure 3. Efficiency and Power Loss vs Load Current 
for the Circuit in Figure 1

Figure 4. CISPR25 Radiated EMI Performance for the Circuit in Figure 1
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The New “Shift-Left”  
Multi-Dimensional PCB 
Design-Verification Platform
Editor Bill Wong talks with Mentor’s David Wiens about its unique “shift-left” PCB 

design verification platform for early prototyping and reduced re-spins.

A
“shift-left” PCB design 

verification solution 

within the engineer’s 

authoring environ-

ment is the industry’s first of its kind, 

claims developer Mentor, a Siemens 

business. This new Xpedition platform 

helps the designer develop accurate 

virtual prototypes earlier in the design 

flow, to validate their designs with ease 

while reducing design re-spins. 

To find out more about this latest tool, 

I talked with David Wiens, Xpedition 

product marketing manager for the Elec-

tronic Board Systems segment of Mentor.

What was the basis for this new tech-

nology development since Mentor cur-

rently has a broad portfolio of PCB 

design solutions?    

This new PCB design platform is 

focused on multi-dimensional verifica-

tion—a critical area that’s lacking in suf-

ficient technologies. The systems design 

industry continues to increase with 

global pressures to deliver advanced 

products in shrinking time-to-market 

windows. In our conversations with 

customers, PCB design managers are 

challenged by the lack of robust verifi-

cation tools, or available tools that are 

too difficult to use. Increasing perfor-

mance requirements plus the pressure 

to improve product quality are driv-

ing these teams to look at alternative 

approaches to their current verification 

methods with physical prototypes. 

Best-practice design processes vali-

date a “digital twin,” or model, of the 

design, early and often to minimize re-

spins and shorten design cycles. Our 

solution is a “shift-left” PCB design flow 

that allows design engineers and layout 

designers to validate within their native 

environment, removing the bottleneck 

of specialist reviews later in the design 

process.

We met with industry analyst Chad 

Jackson of Lifecycle Insights, who 

recently published a study on electronics 

simulation-driven design and its cor-

relation to re-spins, costs, and time-to-

market. His findings support our new 

technology, enabling PCB design teams 

to simulate earlier and often—minimiz-

ing critical issues in the early stages of 

product development. 

What are some of these findings from 

the Lifecycle Insights study?  

Lifecycle Insights reports that 58% of 

all new product design projects incur 

added costs and time delays. And 75% 

is worst case—where projects are can-

celled for various reasons, including 

project delays or reallocated resources. 

The study includes the high cost of 

design failure by looking at re-spins and 

re-designs due to errors found in physi-

cal prototypes and production boards. 

The average design re-spin averaged 

8.5 days to complete at a cost of $44,000 

(USD) per re-spin. The study reports an 

average of 2.9 re-spins per project. So 

this amounts to $127,000 or more per 

design—that’s substantial. Today’s high-

end designs can approach six figures for 

a re-spin, and with steadily increasing 

design complexity, I foresee the number 

of re-spins and associated costs increas-

ing year over year.

That’s interesting. Tell me more about 

what Mentor is doing to address this 

issue. 

It may be worth discussing the con-

ventional PCB design processes first. 

Traditional processes leave validation 

for the prototype lab, so it’s difficult to 

know the root cause of what caused 

the problem and options to remedy the 

problem. There are analysis tools in the 

market, and these are used right before 

prototype. But this approach relies on 

specialists trained to use these compli-

cated tools, which can become a “bottle-

neck,” particularly with time-to-market 

deadlines. 

With the Xpedition design verifica-

tion platform, validation is implement-

ed as early as possible in the design pro-

cess. This “shift-left” approach is applied 

right after an error could be made in 

the system definition, schematic, or lay-

out stage. Design validation is handled 

by the author at that stage, such as the 

design engineer during the schematic 

stage, or the layout designer at the layout 

stage. We tightly integrated our valida-

tion tools with the authoring environ-

ment, making them easy to use. 

WILLIAM WONG | Senior Technology Editor

Engineering Essentials
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Focused ultrasound signal generated by 16 piezoelectric transducer elements. 
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Ultrasounds are widely used in several industries

and use cases, like the nondestructive testing (NDT)

of metallic parts or for medical imaging, one famous

example being echography.

The advantage of ultrasounds is being able to reach a

volume inside matter without af ecting the surface and

what is between the surface and the zone of interest.

In the medical technology (medtech) industry, high-

intensity focused ultrasound (HIFU) surgical tools are

designed based on focused ultrasounds and produce a 

localized elevation of temperature and necrosis of bio-

logical tissues, for instance, for the treatment of some

types of cancer.

Simulating the acoustics and heat transfer phenomena 

involved in such tools allows engineers and research-

ers to select the combination of parameters that will

deliver the right amount of energy in the targeted zone 

and limit the damage to the surrounding healthy tis-

sues. There are numerous parameters, including the

size of the transducer that transmits the ultrasounds,

the frequency of the signal, and the duration of the

treatment. 

In this presentation, Thomas Clavet from EMC3 Con-

sulting will discuss how HIFUs can be produced and key

points about how to model this multiphysics problem.

SPEAKERS:

Thomas Clavet, Principal Engineer, 

EMC3 Consulting

Thomas Clavet founded EMC3 Con-

sulting in February, 2014, to support 

companies (including SMEs, major 

industrial groups, and research 

laboratories) in their use of digital 

simulation for acoustics, thermal, 

mechanical, and flow (CFD) ap-

plications. Prior to becoming a COMSOL Certified Consultant, 

Thomas was a mechanical engineer in the nuclear industry

and an applications engineer at COMSOL in the UK and Ire-

land, where he was able to meet many COMSOL Multiphysics®

users from a variety of backgrounds and industrial sectors.

Thomas is an Arts et Métiers ParisTech engineer and holds a

master’s degree in mechanics and numerical methods from 

the Royal Polytechnic Institute (KTH) in Stockholm, Sweden.

James Gaf ney, Applications 

Engineer, COMSOL

James Gaf ney works at COMSOL y

as an applications engineer for 

acoustics. He studied acousti-

cal engineering at the University 

of Southampton, where he also 

earned his doctorate degree. His 

research involved predicting the 

fuselage installation ef ects from engine fan tones with ana-

lytical methods.
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PCB Design Verification Platform

Validating during the design process 

is often referred to as virtual prototyp-

ing, leveraging a “digital twin” model of 

the design. And by validating first-order 

issues during design authoring, the 

specialists can focus on more complex, 

complete multi-physics analysis for the 

challenging parts of the design versus 

the entire design. The net result is a 

shortened design cycle with reduced re-

spins that lead to higher-quality prod-

ucts, validated by the respective design 

authors. Mentor is the first PCB design 

software company to provide this “shift-

left” verification capability.

Can you elaborate on specific capabili-

ties for upfront design analysis? For 

example, what can the design engineer 

do to validate the schematic design?

Based on our broad portfolio of 

analysis and verification technolo-

gies, the design engineer can identify 

the most common schematic integrity 

errors before layout. Traditionally, this 

is a manual, peer review process to catch 

errors, which is not only time-consum-

ing but prone to miss mistakes. 

We can conduct more than 150 volt-

age-aware rule checks automatically, on 

every net in the system design includ-

ing across multiple boards—essentially 

hundreds of thousands of checks per 

design. Automated checking can uncov-

er problems with improperly connected 

components, missing power or maxi-

mum power exceeded on a component, 

improperly placed diodes, pin voltage 

mismatching, missing connections, nets 

missing the receiver, wrong board-to-

board connections, as examples. Even 

the smallest schematic error can lead to 

a major system failure.

Are there any customers who are real-

izing the benefits of this capability that 

you can talk about?

A major mil-aero customer uses Xpe-

dition, and they were able to identify 13 

critical errors that reduced their debug 

time from two months to two weeks, not 

including their time to actually re-design 

their system. By replacing the manual 

process with automated schematic anal-

ysis, this customer was able to review 

100% of the nets for assured coverage.  

Our tool provides color-coded results 

to highlight critical errors from possible 

defects—including basic warnings to 

improve the design. If an error is incor-

rectly identified, the user can hide it or 

omit it from future verification checks. 

Another benefit with this schematic 

analysis tool is seamless integration. 

The bill-of-materials and netlist data 

are automatically extracted and results 

reviews are cross-probed into the sche-

matic. With a library comprising over 

six million parts, coupled with fast mod-

eling services, tools adoption and ease-

of-use are clear advantages. We’ve found 

among our customers that this has saved 

them an average of 18 days per project. 

What are some of the other new capa-

bilities for “shift-left” verification? 

Integrated testability analysis. Test 

point assignment and test coverage 

are usually considered late in the PCB 

design process. Typically, the first or sec-

ond revision of the product will be com-

pleted before testability issues are con-

sidered, but test strategy optimization 

is difficult at this stage since all design 

constraints were considered during 

layout. Therefore, testability consider-

ations should be made during schematic 

capture, driving test point requirements 

during layout. 

During layout, the test strategy is 

validated, so this capability can identify 

errors early and reduce errors associated 

with insufficient test coverage. By defin-

ing appropriate test coverage, resulting 

in not too many and not to too few test 

points, this solution makes design hand-

off to manufacturing much more seam-

less, reducing costs during functional 

testing. This “manufacturing-aware” 

feature delivers an efficient flow, from 

design conception to manufacturability. 

You mentioned “multi-dimensional 

verification” earlier during our conver-

sation. What do you mean by this? 

The new Xpedition platform includes 

improved integrations of our existing 

tools for “shift-left” verification. These 

include automated component mod-

eling for vibration and acceleration 

simulation, integrated electrical rule 

checking, DC drop for multi-board 

and rigid-flex designs, and concurrent 

design-for-manufacturing analysis dur-

ing layout. Mentor provides a compre-

hensive set of verification technologies 

within the Xpedition flow. We believe 

this new platform will result in higher-

quality products while saving time and 

costs by mitigating design re-spins.  

The Mentor Xpedition PCB design platform provides the industry’s first “shift-left” upfront 

verification capability within the engineer’s authoring environment to minimize design re-

spins and improve overall product quality.
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F
inding a Wi-Fi network to 

provide the correct service 

that your smartphone or 

IoT device is looking for 

has always been a problem. When you 

bring your new device into the office or 

home, it seems to always involve con-

necting to a nearby Wi-Fi network to try 

out the available features. As IoT devic-

es advance and proliferate, this may 

become an issue for first-time adopt-

ers of IoT devices, especially when they 

don’t have user interfaces. 

To assist with this type of issue, IEEE 

recently published IEEE 802.11aq—

“Pre-Association Service Discovery”—

the latest standard in the IEEE 802.11 

family. This article will explain a little 

more as to what it provides.

Wi-Fi is the premier local-area-

network (LAN) technology for high-

speed internet access for laptops, smart-

phones, and tablets, built using IEEE 

802.11 standards. Most of us are famil-

iar with the new faster versions of IEEE 

802.11 that use the 2.4-, 5-, and 60-GHz 

industrial, scientific, and medical (ISM) 

bands, such as IEEE 802.11ac and the 

current IEEE 802.11ax under develop-

ment. In addition, there are also updates, 

such as IEEE 802.11aq providing simple 

Wi-Fi service discovery, together with 

some MAC Address privacy enhance-

ments.

PRE-ASSOCIATION DISCOVERY 

(PAD)

Let’s start by looking at PAD, which 

is the primary feature of IEEE 802.11aq. 

It enables a protocol designed to dis-

cover services on a Wi-Fi network by an 

end-user device. PAD is an interworking 

function provided by a Wi-Fi network 

to allow a device, prior to association, 

to discover information concerning 

services that might be available to that 

device, once it is associated with the Wi-

Fi network. 

PAD provides methods for the device 

to gather information to aid in the deci-

sion to select a Wi-Fi network with 

which to associate. It’s important to real-

Simplified Wi-Fi 
Service Discovery

STEPHEN McCANN | Chair IEEE 802.11aq Task Group, IEEE Standards Association

https://standards.ieee.org/ 

What’s the Difference?

Connecting to a Wi-Fi 

network that provides 

the right service for 

your smartphone or 

IoT device has always 

been an issue. IEEE 

802.11aq solves this 

problem.
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ize that PAD doesn’t provide an actual 

connection to a service, before associa-

tion; just the information about the ser-

vice’s availability.

IoT SERVICE DISCOVERY 

Your new IoT device requires a spe-

cific network service to control its power 

on and off feature. However, in your 

office environment, several Wi-Fi net-

works are available. Although the IoT 

device is smart, there’s no user interface 

to assist an initial connection. How does 

that IoT device find a Wi-Fi network 

that has the specific service needed by 

the IoT device? These devices don’t want 

to connect (associate) to every Wi-Fi 

network in range and then try to dis-

cover the service it requires. Indeed, 

without a user interface this may not be 

possible. The IoT device just wants to 

connect and connect in a manner that’s 

seamless.

BROADCAST SERVICE 

INFORMATION

The first PAD method allows the 

device to receive broadcast advertise-

ments from an access point (AP) (Fig. 

1). The unsolicited PAD advertisements 

contain information about the services 

supported by the wireless local-area 

network (WLAN) to which the AP is 

connected. The device needn’t send any 

uplink request for these advertisements. 

When the device receives the adver-

tisements, it passes information about 

supported Wi-Fi network services to 

the Service Information Client (SIC) 

that interfaces with higher layer applica-

tions. An application on the device that 

requires a service will then look in the 

SIC to determine if any Wi-Fi networks 

support the service that it requires.

REQUEST/RESPONSE SERVICE 

DISCOVERY

The next PAD method allows devices 

to perform a request of “what services 

can be reached” in a Wi-Fi network, 

before connecting (associating) (Fig. 

2). This enables the devices, in a pre-

associated state, to request solicited PAD 

advertisements about a specific service. 

The request can also contain a more 

detailed query to discover additional 

information about that specific service. 

This method allows for more function-

ality than the unsolicited PAD advertise-

ment described earlier, but also makes it 

possible for the device to operate a more 

directed search.

A device creates a service request 

message in the SIC, containing some 

information about the service such as a 

keyword or a well-known service hash, 

which is then sent from the device to 

the access point. From here, the request 

is forwarded to a Service Information 

Registry, via an Access Network Query 

Protocol (ANQP) server. 

The SIR creates a service response 

message, containing more detailed 

information about any available services 

that match those of the request. If no 

service is available, this is also detailed 

in the service response message. The 

SIR relays the service response message 

back to the AP, which is then transmit-

ted back to the device. The request and 

response are allowed to transit from the 

AP to the SIR even though the device 

isn’t associated to the Wi-Fi network.

The service request and response 

messages can be considered as con-

tainers that enable requests based on 

upper layer service discovery protocols 

(e.g., UPnP, mDNS) to be transported 

between the device and AP.

PROVISIONING AND 

CONFIGURATION OF SERVICES

By introducing the SIR, PAD allows 

the provisioning and configuration of 

services within the Wi-Fi network. An 

AP can use the SIR as a proxy server 

that stores the service capability of the 

Wi-Fi network to which the access point 

is connected. Available services in the 

Wi-Fi network can be registered within 

the SIR, so that devices using PAD can 

then query for them at some later point. 

Therefore, the access point can quickly 

respond to “Service Discovery” queries 

without flooding the WLAN with net-

work service discovery requests. 

For example, a smart speaker is 

already connected to the Wi-Fi net-

1. Pre-association Discovery (PAD) advertisement frames are transmitted over Wi-Fi in an 

unsolicited manner. The Service Information Registry contains information about supported 

network services.

Service 
Information 

Client

Device

Unsolicited PAD advertisement
Access 
point

Service 
Information 

Registry

2. PAD supports a query/response protocol that allows a Service Information Client (operat-

ing at the device) to determine detailed information about available services in the SIR via 

an Access Network Query Protocol (ANQP) server.

Service 
Information 

Client

Device

Access 
point

Solicited PAD advertisement

ANQP 
server

Service 
Information 

Registry
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Wi-Fi Service Discovery

work. It has a guest mode that allows 

any device to play music. A new device 

is brought in range and wishes to play 

music. Using PAD, the new device cor-

rectly discovers the Wi-Fi network that 

supports the smart speaker service for 

devices. Using the PAD methods, out-

lined above, it can be done in a seamless 

way without any user intervention.

MAC ADDRESS RANDOMIZATION

By enabling and encouraging devices 

to transmit service discovery requests, 

before those devices have associated 

to Wi-Fi network, there’s an increased 

possibility that the MAC addresses of 

those devices can be tracked. Users with 

IoT devices walking through a shopping 

mall or a sports stadium can have the 

MAC address of that IoT device logged, 

so that the same device can be recog-

nized in the future. This type of infor-

mation can then be sold to marketers 

and other third parties.

To address this privacy concern, IEEE 

802.11aq also focuses on pre-associa-

tion privacy. If a country was to adopt 

a requirement to provide privacy of 

device addresses, IEEE 802.11aq pro-

vides a standardized way to achieve this.

When an IEEE 802.11aq device con-

nects to, or attempts to discover servic-

es, on a Wi-Fi network pre-association, 

it defines the addressing of its link layer 

for the particular connection. One such 

addressing scheme is to periodically and 

randomly change its MAC addresses, 

reset counters, and seeds prior to asso-

ciation. The device sets its MAC address 

in accordance with the policy of the net-

work it’s configured to connect.

BENEFITS OF IEEE 802.11AQ

• Enhance installation by allowing 

IoT devices to discover Wi-Fi net-

works with the services that are 

required.

• Increase the value of enterprise 

and public Wi-Fi networks to IoT 

home users, installers, and opera-

tors through a better experience.

• Improve the IoT ecosystem by 

enabling the operator to offer 

additional services.

• Provide enhancements to device 

privacy through the use of MAC 

address randomization. 

STEPHEN McCANN has 29 years’ expe-

rience in the telecoms industry, starting 

with DECT and the early days of GSM, 

then moving to Hiperlan2 and IEEE 802.11 

WLAN technologies. He has been secre-

tary of the IEEE 802.11 WLAN standards 

organization since 2006 and chaired 

the IEEE 802.11aq “Pre-association Dis-

covery” project and its corresponding 

program within the Wi-Fi Alliance “Pre-

association Infrastructure Discovery.” 

Stephen has also chaired the GSMA Ter-

minal Steering Group Wi-Fi group since 

May 2013.
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Bluetooth Low Energy (BLE) Mesh technology allows smart devices to maintain 

a cooperative wireless network that can be managed remotely, leading to the 

development of smart homes, building automation, and sensor networks.

SIMPLIFYING
BLE Mesh Integration

MAHENDRA TAILOR| Technology Leader at Laird Connectivity

What’s the Difference?

B
lueto oth  L ow Energ y 

(BLE) is a wireless tech-

n o l o g y  a v a i l a b l e  o n 

Android-,  iOS-,  Win-

dows-, and Linux-based devices. It’s 

designed to provide connectivity 

between a master controller, typically a 

smartphone or tablet, and smart devices.  

Smart devices are everywhere and 

include everyday Internet of Things 

(IoT) objects such as lighting, heating 

systems, home appliances, access alarms, 

sensors, location tags, and wearables. 

Using BLE Mesh technology, these smart 

devices can connect to a wireless net-

work and be managed remotely, enabling 

the development of smart homes, build-

ing automation, sensor networks, and 

smart industries and cities. 

OVERVIEW

A BLE mesh is a network of as many 

as 32,766 smart devices, although most 

networks are much smaller. Messages 

sent and received within this network 

initiate predefined events that occur 

in the participating devices. Any BLE 

device running BT4.0 or higher has the 

potential to support BLE meshes, pro-

vided the proper firmware is installed. 

The BLE mesh uses a managed flood 

technique for transmitting messages 

to connected devices, which are called 

nodes (Fig. 1). It sends a message, called 

a BLE broadcast or advertisement, to 

those nodes that are within range. The 

receiving nodes rebroadcast, or relay, 

this message to other nodes within their 

range. Once the proper node receives 

the message, the predefined event is ini-

tiated. 

Messages aren’t rebroadcast uncondi-

tionally. The nodes rebroadcast until the 

message time-to-live (TTL) has expired, 

where the TTL defines the number of 
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relays, or hops, that a message can make. The TTL is decre-

mented by one as it reaches each relay node. Relay nodes will 

only forward messages that have a TTL greater than one, to 

avoid an endless cascade of messages. Also, each node in the 

mesh maintains a message cache of its most recent messages, 

and incoming messages that match one already received are 

discarded without rebroadcasting. 

BLE mesh networks using relay nodes are far more reliable 

than other types of networks that use nodes as routers. Since 

relay nodes receive broadcasts from any node within range, 

this redundancy keeps the network up even if an intermediate 

node fails or is removed from the network, while router nodes 

can be a single point of failure. Relay nodes also provide better 

scalability and improved performance. 

Periodically, a heartbeat message can be sent from each 

node to indicate that it’s still active. Using the heartbeat mes-

sage to see how far each node is from other nodes, in terms of 

the number of hops needed to reach it, allows the TTL to be 

optimized and set to a value no higher than necessary. 

TERMINOLOGY 

While all nodes in a BLE mesh can transmit and receive 

messages, some nodes have additional specific purposes. A 

“relay” node can rebroadcast a message that it receives. A 

“low-power” node spends most of its time in a low-power state 

with its radio turned off to save battery life. A “friend” node 

works in conjunction with a low-power node by storing and 

then forwarding messages when it’s polled by that low-power 

node.  

A “proxy” node is a device that uses legacy Bluetooth con-

nectivity to interact with other devices in the BLE mesh; in 

turn, it can forward messages to other nodes via other con-

nections or adverts, if the relay feature is also enabled. Smart-

phones are expected to be the type of nodes that will use proxy 

nodes to convey messages simply because a phone can’t use 

relay mode. A relay mode requires the radio to be switched on 

100% of the time, which isn’t going to be allowed by the phone 

manufacturer.

The Mesh spec allows a node to be in multiple modes, like 

relay, proxy, and friend. It’s unlikely a node using low-power 

mode will use any other mode.

Messages are sent and received using a publish/subscribe 

paradigm (Fig. 2). Publishing involves sending messages from 

one node to a group of one or more other nodes. Subscribing 

is configuring a node so that it can receive messages from 0 

or more nodes. A node has a subscription list that contains 

the publish addresses to which it has subscribed, so that it can 

select or filter out messages that it receives. 

Each message consists of an opcode and a payload, or con-

tent data. The opcode dictates the behavior at the receiving 

end. Outgoing messages on a BLE mesh are encrypted with 

both a network key and an application key. The network key 

provides security for all communication within the BLE mesh 

network. The application key delivers separation and authen-

tication to ensure the correct model in the intended device is 

the one that’s activated—for example, a message sent to turn 

on a light bulb should not be able to unlock a door. By the time 

the application receives its message, it has been completely 

decrypted and is given as plaintext. 

PROVISIONING A NODE 

When a BLE mesh device is powered up for the first time, 

it’s not “provisioned.” That is, it doesn’t have a node address 

or any other configuration information. To become part of 

the mesh, it must be given this information. Once the device 

is provisioned, typically by a smartphone, it’s called a node, 

and has a unicast address, publish information, a subscription 

list, and network and applications keys, among other things. 

Provisioning updates the records in the device’s persistent 

configuration database. Each node will have one or more ele-

ments, which in turn have one or more models, that expedite a 

particular behavior for that node. 

The provisioner is the only entity in the mesh that’s aware 

of all members in the network. It’s also the only device that 

knows how to program the publication address and the sub-

scription lists of every node. No individual node is aware of 
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the entire mesh. The provisioner isn’t 

needed for the network to function, 

but it is needed to add or remove nodes 

from the network. In this way, there’s no 

central point of failure that can bring 

down the entire network. However, if 

the provisioner device is damaged or 

lost, then no one else knows all of the 

nodes in the network; they must all be 

re-provisioned with another device. 

As an illustration, consider an office 

with 50 lights and 20 switches. Only the 

provisioner is aware of the node address-

es of all 70 devices. The provisioner can 

create group addresses for each area of 

the office, and then set the publication 

addresses in the switches and the sub-

scription addresses in the lights based 

on the group addresses. When a light 

switch’s state is changed from off to on, 

for example, it publishes a group address 

and the application-subscribed lights 

turn on. 

IMPLEMENTING A BLE MESH 

Implementing a BLE mesh may 

sound overwhelming, but the process 

can be greatly simplified. Manufactur-

ers like Laird Connectivity offer BLE 

modules that jumpstart the mesh-

development process. BLE modules 

have an embedded event-driven script-

ing language, smartBASIC, built into 

their firmware that’s used by product 

developers to simplify BLE module 

integration. 

By using only a handful of built-in 

functions and events, an application 

can be written for implementing a BLE 

mesh using a Laird BLE module. The 

first time the BLE mesh is started, the 

underlying stack will see that the device 

isn’t provisioned, which starts the bea-

coning process. This alerts the user, 

who will provision the device, making 

it a node. Otherwise, the start function 

lets the node participate in the mesh 

network and listen for incoming mes-

sages, which it will either act on or relay 

onwards. 

When an incoming message is ful-

ly decrypted by the underlying stack, 

it triggers a predefined event and the 

application script will have a user-writ-

ten handler that defines the behavior 

for that event. Such a script examines 

the opcode in the message and deter-

mines what action should be taken, 

such as switching on a light, starting a 

washing machine, or setting the house 

alarm or even send the information to 

the cloud. 

¥ Resending received packets

¥ BLE advertising  & scanning

¥ Allows range extension

¥ Limited by TTL

¥ Message cache

¥ Optional relay

Message relay and managed flooding

BLE mesh is a managed flood network

1. The BLE mesh takes a managed flood approach to distributing a system through the 

network.
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BLE Mesh

Programmable BLE modules, like the 

BL652 and BL654 from Laird Connec-

tivity, provide secure wireless engines 

for IoT networks. They have a wide 

range of configurable interfaces and 

an industrial temperature rating, and 

there’s a fully featured development kit 

to start BLE development. The pow-

er-management-efficient BL652 and 

BL654, which measure 10 x 14 mm 

and 10 x 15 mm, respectively, provide 

hostless operation for automated use 

cases. 

CONCLUSION 

Implementing a BLE mesh network 

allows a user to connect IoT devices 

in a smart wireless network. The net-

work is flexible, scalable, robust, and 

reliable. Using commercially avail-

able BLE modules greatly simplifies 

the implementation process, enabling 

these smart networks to be up and 

running more quickly.  

MAHENDRA TAILOR is a Technology 

Leader for Laird Connectivity, where he 

has worked for 21 years. For nearly 15 

years, he has been involved mostly in 

Bluetooth, which has resulted in many 

patents. Mahendra has worked in em-

bedded and automation systems for over 

35 years, after getting a degree in Con-

trol and Instrumentation Engineering from 

The City University in London. His goal is 

to make technology easy for others to em-

bed into end products.

2. This is an example of the BLE mesh in action with neighboring networks.
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ROBERT NITSCHE | Director of Application Engineering, Plastic Logic

www.plasticlogic.com

Displays

That smartcard in your pocket can 

get even more interesting with 

electrophoretic displays. Here are some 

design tips to consider to make it happen.

S
ince their introduction in the 1970s, smartcards 

have become integral to a large proportion of 

financial transactions. Solution designers are on 

the verge of the next wave of evolution where 

active-matrix display technology is being integrated into a 

smarter new generation of smartcard to further improve secu-

rity and usability for us humans.  

Electrophoretic displays (EPDs) enable crystal-clear vis-

ibility of complex images, whether they’re barcodes, card 

numbers, ticket IDs, or a mixture of graphics and characters. 

In this article, I’m going to outline some of the design consid-

erations needed to accommodate a display in something so 

tightly defined by industry standards. Hopefully some of the 

information will also prove useful to other design challenges 

involving the addition of displays to smart portable devices.

IS THIS REALLY HAPPENING? 

The simple answer is yes. My examples in this article relate 

to completed development projects for customers. Smartcards 

with active-matrix displays are allowing assets and packages to 

be labeled in more intelligent ways. They enable special active 

sensors to be included for applications like produce monitor-

ing. And perhaps more relevant to you or me, they allow us to 

carry one solitary smartcard that can adopt the identity of the 

entire contents of your wallet. Or have ticketing cards that let 

you see the last 10 locations swiped.  

 WHAT A DESIGNER MUST CONSIDER 

There’s a well-defined standard that any designer needs to 

adopt to fulfill ISO10373/IEC 7816 for mechanical dimensions, 

and more critically, the “bending” requirements for the smart-

card in your pocket. It’s challenging to meet these with any 

electronics product, but if you apply a display technology that is 

itself flexible, the outcomes are generally excellent. So, it doesn’t 

necessarily present additional problems, just more of the same!

AND SIZE IS IMPORTANT

The application defines what size and geometry of display 

is required. We provide displays with an active area from 1.1 

in. diagonal with a resolution of 150 ppi equivalent to 148 ×70 

pixels, up to a 3.1-in. display with 105 ppi or 312 × 74 pixels. 

While the former can show a logo or multiple lines of a trans-

action, the latter can show your full credit-card number in its 

original size. 

Display thickness is typically 480 µm, which is rarely prob-

lematic. However, it’s possible to reduce this to as low as 300 

µm to meet application demands (this is typically only needed 

where a smartcard is already very complex and crammed with 

other features). Some additional external components are 

required to update the display; a simple voltage booster (see 

figure) can be located near the edge of the card because it’s 

relatively small and easy to track.

Giving 

SMARTCARDS 
a New Face

Smartcards can incorporate many thin technologies, from displays 

to buttons.
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Electrophoretic Displays 

WILL IT BEND?

The all-important bend radius for smartcards isn’t typically 

an issue even if you want a display to extend the full width of 

the card. This is because the bend radius for our EPD display 

is 30 mm for standard thickness and even lower for reduced 

thickness production units. More crucial is the IC display 

driver that’s needed. 

Much like the other critical processing elements of any 

smartcard, standard silicon devices are used with a package 

size of up to 10 × 1 mm based on the required number of 

outputs to drive a high-resolution display. The orientation and 

position within card should be carefully considered so that it’s 

as close to the neutral axis as possible. A stiffener will typically 

be required to support the driver IC within the layers of the 

card. 

The stiffener simply spreads the bending force around any 

components that can’t flex, so that the overall bend radius of 

the card can still be achieved. There are various approach-

es to the way vulnerable components are positioned and 

grouped, and how stiffeners are used. Typically, stainless 

steel with a thickness of 0.1 to 0.2 mm is a tried and trusted 

material. 

Furthermore, the stiffener doesn’t have to go the full length 

of the card or even the display—it just needs to protect the 

driver IC so that it can’t break or delaminate when subjected 

to bending forces. It doesn’t add thickness to the display, since 

it’s typically placed outside the active area where the display is 

much thinner.

SPI

A standard serial peripheral interface (SPI) is used to drive 

the display, so it’s easy to integrate with almost any smartcard 

controller. Proximity to the display isn’t particularly criti-

cal because EPD displays are deployed in applications that 

don’t typically involve many display refresh cycles, making 

data corruption uncommon. An electrophoretic display only 

needs the transfer of a single image, not a continuous video 

stream. 

Image data formats are 2-bit/pixel encoded bitmaps. Wave-

forms are already pre-programmed into the display to allow 

for different update modes. The user can select between a four 

grey-level update of about 0.7 seconds or a faster monochrome 

update of 0.3 seconds.

END OF LIFE AND POWER

It’s easy to construct an NFC-powered smartcard that 

updates a built-in display only while being read or scanned—

maybe to show that last transaction number or refresh date/

barcode. An EPD display will then hold and display that image 

indefinitely without power, or until it’s read or scanned again.  

In more advanced applications, the use of a micro-battery, 

potentially rechargeable, gives the smartcard standalone inter-

activity. In other words, the user can interact with the card 

and select different information to be displayed as functions 

are accessed via buttons or a touch sensor.  The typical power 

consumption for every display update is 5 mA (for less than 

one second), which needs to be factored in to any end-of-life 

projections for the application of the card. 

Indeed, battery life is the biggest influence on end of life, 

but it need not be a major contributor. In many applications, 

operational life is projected at less than two years due to nor-

mal wear and tear and routine physical degradation.  

Rechargeable battery options are readily available, so if 

longevity is required, such as when display updates are quite 

frequent in normal operation, wireless recharging solutions 

can be integrated. An example application for this would be 

dynamic tracking tags, used by logistics systems to track pack-

ages, parts, or assemblies; where human/legacy-machine read-

ability is key, but tag information (barcodes and text) might be 

updated several times an hour. 

PUSHING THOSE BUTTONS

Interactivity in smartcards needs something fingers can 

push (see figure, again). Mechanical buttons blended into 

the card layers are relatively easy to accommodate physically, 

typically enabling scrolling up and down a pre-programmed 

list of options to change the mode of operation of the card, or 

show a variety of recent transactions. There are limits to the 

mechanical durability, but they’re well-known and understood 

by manufacturers.  

An obvious requirement that we’ve deployed for customers 

is a touch sensor layered on top of the display surface. This 

requires an additional film to be applied using an Optically 

Clear Adhesive, which adds at least another 50 µm to the over-

all thickness, plus 25 µm for the adhesive. It may be necessary 

to further protect the sensor in high-durability situations with 

additional hard coat or cover lens layers. 

In such cases, total thickness may become a critical issue 

as the add up may be in the range of 200 to 300 µm, so total 

stack thickness (EPD display + touch solution) will already 

approach the ISO spec thickness limit for card applications 

of 0.84 mm max. Besides, the touch sensor will also have 

design impact on the power, as the power requirement and 

management will need more careful consideration.  A battery 

will be critical, but the ability to, say, enter a PIN number or 

other numeric value might be hugely beneficial to the overall 

solution.  

GOOD LUCK!

Smartcards literally changed the way we all make millions 

of transactions. Adding displays to show complex images is 

already extending smartcard deployment in real applications 

and I hope the tips above are useful if you’re considering inte-

grating EPDs in yours. Good luck with your next design.  
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WILLIAM WONG | Senior Technology Editor

bill.wong@informa.com

Radar Isn’t Just for 

Cars and Aviation
Applications for low-cost radar systems now extend 

beyond the norm. Here, Technology Editor Bill Wong 

takes a look at a millimeter-wave development kit for 

industrial applications.

Lab Bench

M
i l l imeter-wave 

(mmWave) radar 

has found a home 

i n  many  are as 

from self-driving cars and aviation 

applications, but low-cost radar systems 

are equally useful in a wide range of 

embedded applications. They can be 

used to detect people within a car to 

controlling entry doors more accurately 

than other methods such as ultrasonics. 

I had a chance to check out Tex-

as Instruments’ IWR6843 60-GHz 

mmWave dev kit (Fig. 1) that targets 

industrial applications. TI has other kits 

that deal with different frequencies and 

apps, such as automotive. The chip, with 

its three transmitters and four receiv-

ers, uses a C674x DSP to handle signal 

processing. An ARM Cortex-R4F with 

ROM firmware handles object detection 

and interface control. Communication 

is possible with CAN-FD, UARTs, SPI, 

and I2C. It also maintains six ADC chan-

nels for other chores. Internal memory 

features ECC protection. 

What was equally impressive were 

the applications and application notes 

for the kit that are part of the mmWave 

Studio. The Studio is designed to pres-

ent the mmWave sensor functionality 

through demos and system tools like the 

web-based mmWave Demo Visualizer 

and Sensing Estimators. The web-based 

tools connect to the hardware via a serial 

port, making it possible to be up and 

running in a very short period of time. 

The visualizer allows the configuration 

to be saved so that it can be used in an 

application. 

Application development is done 

using TI’s Code Composer Studio and 

the mmWave SDK. I didn’t get too far 

with that yet due to time, but there are 

a number of projects to get started with 

from using the hardware with ROS 

(robot operating system)-based robots 

to gesture control. 

The platform has many advantages 

over alternative range information sys-

tems, including the ability to detect 

and see through materials like glass 

and drywall. It can essentially ignore 

environmental factors such as smoke, 

rain, and lack of light. The system can 

generate a point cloud that’s sufficient 

to distinguish people and other objects 

accurately. 

Though the kit I tested uses a PCB-

based antenna, developers can also take 

advantage of the antenna-on-package 

(AOP) solutions (Fig. 2). It uses the same 

SoC I tested with antennas mounted on 

top of the package. This presents a num-

ber of advantages; in particular, all RF 

design/certification is handled by TI. 

Thus, a developer can use the AOP with-

out having to address these issues. 

There are benefits to using larger cus-

tom antenna arrays and often systems 

will need to employ multiple chips to 

handle such arrays. Nonetheless, a sim-

pler, more compact solution is suitable 

for many applications. 

TI has taken a lot of the work out of 

developing an embedded radar solu-

tion—to the point that prototypes could 

be up and running in a very short period 

of time. They also provide direction and 

movement information that isn’t pos-

sible with simpler proximity sensors, 

as well as operate in environments that 

would stifle or completely curb tech-

nologies like visual imaging systems. 

Checking out mmWave solutions is 

inexpensive and quick, so it’s definitely 

worth looking into. 

The chip on the left is the IWR6843 antenna-

on-package (AOP) that includes electronics 

and antennas for a complete millimeter-

wave solution. 

The IWR6843ISK is an antenna plug-in board 

for Texas Instruments’ mmWave develop-

ment kit.
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