
T
he volume of electronic content in 
vehicles continues to increase at 
a remarkable rate. Major improve-
ments in performance and function-
ality have been witnessed in key 
areas such as safety, comfort, the 

powertrain, infotainment, and lighting. 
Some industry experts have predicted 

that by 2019, up to 50% of the overall 
cost of conventional (internal combus-
tion engine) vehicles and 80% of the 
overall cost of hybrid vehicles will be 
due to their onboard electronics. 

With more complex electronic control 
units (ECUs) being put in place, made 
up of ever-greater quantities of semi-
conductor components, ensuring that 
the various individual devices, modules, 
and subsystems are all able to com-
municate with one another effectively is 
critical. This is made all the more difficult 
due to the harsh operational environ-
ments that are endemic of this extremely 
demanding sector. 

For many years, in-vehicle networks 
using the highly robust, asynchronous 
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operating Controller Area Network 
(CAN) bus or other communication 
protocols, such as Local Interconnect 
Network (LIN), have been more than 
adequate in providing the necessary 
infrastructure over which rapid data 
transfer could be carried out. 

The Role of CAN

As the volume and intricacy of ve-
hicle electronics increase, though, 
the operational limitations of legacy 
networking protocols will start to be-
come apparent. So, there is a corre-
sponding need for higher-bandwidth 
network technology to be used, 
supported by the implementation of 
more advanced transceivers with a 
greater degree of functionality. 

CAN Flexible Datarate (CAN FD) is at 
the vanguard of the next generation of 
automotive networking protocols that 
have emerged. Reliant on a dual-bit da-
ta-rate configuration, it offers automobile 
manufacturers the prospect of markedly 
increasing the bandwidth available with-
in their latest models. 

This protocol is based on a similar 
underlying architecture to the previous 
CAN incarnation, making it relatively 
easy to implement. It offers, however, 
the possibility of much higher speeds, 
thanks to an increased bitrate in the 
data phase and the possibility to send 

more data bytes (64 as opposed to just 
8, which was previously possible). 

Because of the simple migration path 
that it provides, CAN FD additionally 
represents a relatively low cost per node 
compared other high-speed automotive 
networking protocols that are currently 
being considered. 

State-of-the-art CAN transceiver ICs, 
with bitrates that are above 1 Mbit/s, 
can be used to support CAN FD imple-
mentation. The question is how these 
transceivers will be protected from the 
various sources of harm to be found in 
automotive application settings.
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To maintain reliable connectivity, CAN transceivers 
require a number of external components for tackling 
the operational problems caused by EME, EMI, and 
ESD. A typical CAN communication node therefore 
comprises a CAN transceiver, a common-mode 
choke, and some form of voltage suppressor. 
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Protection Mechanisms Within CAN Nodes 

CAN transceivers often will depend on 
the use of a number of external compo-
nents for tackling the operational prob-
lems caused by:

 
• �Electromagnetic emissions (EME), 

which can disturb the operation of oth-
er systems in the vehicle

• �Electromagnetic interference (EMI), 
which will otherwise affect the signal 
integrity of data passing through the 
CAN network and thus bring about 
communication problems

• �Electrostatic discharge (ESD), which 
could potentially lead to irrevocable 
damage of the constituent semicon-
ductor devices

Inclusion of these external compo-
nents will mean that reliable connectiv-
ity can be maintained. As a result, CAN 
communication nodes (see the figure) 
normally will comprise a CAN trans-
ceiver, a common-mode choke (for 
combatting EME and EMI), and an ESD 
protection device (usually some form of 
transient voltage suppressor). 

The choke’s leakage inductance, 
along with the combined capacitances 
of the other external components en-
compassed within this setup, unfortu-
nately will create resonance. In certain 
circumstances, resonance can heighten 

the bit error rate and cause the signal la-
tency of the network to be detrimentally 
affected too. This was already a concern 
for standard CAN implementations. But 
with the advent of CAN FD on the hori-
zon, the seriousness of this problem will 
be compounded. 

There are other issues arising with re-
gard to the use of external ESD protec-
tion devices that need to be addressed. 
Potentially, they can interact with internal 
ESD protection mechanisms that are 
integrated into the transceivers them-
selves, so their effectiveness can be 
compromised. Consequently, there are 
all manner of complications when se-
lecting external protection devices to 
accompany particular transceivers. 

Furthermore, the inclusion of such 
devices takes up more printed-circuit 
board (PCB) real estate and requires 
greater levels of thermal management. 
It also raises the associated bill of ma-
terials costs and lengthens the develop-
ment time needed. Effort must therefore 
be made to reduce the number of com-
ponents necessary within each node. 

What’s Next

By specifying more advanced, highly 
integrated semiconductor technology, it 
will be possible to implement CAN front-
end communication nodes that consist 
solely of a transceiver IC. System-level 
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signal integrity devices like external 
ESD still will have to be considered on a 
case-by-case basis. 

Integration not only will be advanta-
geous in terms of lowering the overall 
expense involved, it also will enhance 
the operational performance of the com-
munication infrastructure by tackling 
signal-to-noise issues that stem from 
resonance effects. 

Currently, there are 20 to 30 nodes in 
most automobile CAN networks, while 
50 to 100 nodes can be found in the 
networks of some luxury models. These 
sorts of figures likely will be true for mid-
range cars in the next few years. With 
this in mind, the weight reduction should 
also be considered beneficial.

CAN FD transceiver products start-
ing to enter the market will help this 
protocol become more widespread. 
Still greater integration eventually will 
be afforded through implementations of 
devices where the CAN FD transceiver 
and the CAN controller are embedded 
onto a single chip. 

By removing the need for the CAN 
controller function to be addressed via 
the system microcontroller, it will be 
easier to migrate existing automotive 
designs. ECUs can be redesigned with-
out having to change the existing micro-
controller for a new one that supports 
CAN FD. This still appears to be some 
way off, though.

Ensuring in-vehicle network robust-
ness while achieving higher data rates 
will be critical in next-generation auto-
mobile designs. As we have seen, more 
sophisticated networking devices are 
now emerging that can meet the exact-
ing technical challenges being set by 
car manufacturers as they strive for su-
perior in-vehicle communications. n
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