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AUTOMATION BOOSTS ANALOG AND
DIGITAL TEST OF AUTOMOTIVE IGS

By Lee Harrison, Mentor, A Siemens Business

The amount of electronic content in

passenger cars continues to grow rap-
idly, driven mainly by the integration of
various advanced driving and safety fea-
tures. The industry’s move towards fully
autonomous vehicles promises to even
further increase the number of these ad-
vanced features and thus electronic con-
tent. What’s more, these components are
becoming increasingly complex. The fron-
tier for sophisticated semiconductors is
found in the chips needed to execute arti-
ficial intelligence algorithms that govern
emerging self-driving capabilities.

It is critical that these safety-related de-
vices adhere to the highest possible qual-
ity and reliability requirements. These
requirements are formalized in the ISO
26262 standard that covers all aspects of
safety and quality for both the hardware
and software, from design through testing
and in-field operation.

More specifically, test for both large
and small automotive ICs comes with

these general requirements:

- Ability to detect errors in real time
that could affect the safe operation
of the system

+ Very high defect coverage for man-
ufacturing test to get single-digit
DPPB (defective parts per billion)

To manage the new quality and in-
system test requirements, as well as the
ever larger designs that stress the design
tool infrastructure and in-house compute
resources, leading automotive IC makers
are quickly adopting scalable design-for-
test (DFT) architectures.

So what does a scalable DFT architec-
ture and flow for large automotive ICs
look like? The requirements for a DFT
architecture are different depending on
whether the IC is used for passive opera-
tions like display, infotainment, e-mirror,
or proximity warning, or for more active
operations like automatic-braking or
smart cruise control.

It is essential that semiconductor
companies deploy an automotive DFT
architecture that it is scalable. It should

support both the smaller sensor devices,
right up to and including large Al devices
used for processing the huge amount of
data created in an autonomous vehicle
environment. Mentor’s Tessent solutions
are equally suited and relevant across this
range of design types, ensuring that au-
tomotive semiconductor companies can
invest in one scalable solution. Mentor has
worked with a number of semiconduc-
tor companies making automotive ICs to
build scalable DFT architectures.

Ensuring system reliability

with in-line self-test

One approach to ensuring the reliability of
a vehicle’s electronics is to perform peri-
odic testing during functional operation.
Designers can implement an architecture
to provide system-level low latency access
to all on-chip test resources for on-line test.
In addition to these low latency access
mechanisms, the entire test architecture
is based on the IEEE 1687 (JTAG) industry-
standard architecture (Figure 1). An IEEE
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1687-based network provides access to
all of the test IP distributed throughout
the design.

The test IP can consist of any IJTAG-
compliant test IP. The hierarchical net-
work of SIB (scan insertion bit) switches
allows for versatile and efficient commu-
nication to the test IP. AnIEEE 1149.1 TAP
(test access port) provides external access
to the IJTAG network and is primarily
used within the manufacturing test envi-
ronment. At the heart of the architecture
shown in Figure 1 is Mentor's Tessent
MissionMode controller, which can take
over the TAP signals and drive any test
or diagnostic commands to any and all of
the test IP in the IJTAG network.

The Tessent MissionMode controller
can be configured to operate in two differ-
ent modes: CPU access mode and direct
memory access (DMA) mode.

In CPU access mode, the controller sup-
ports parallel read and write operations
to and from a CPU bus. The controller
performs the parallel-to-serial and serial-
to-parallel data conversion necessary to
transport information between the CPU
bus and the JTAG network. This mode
supports a module or system-level com-
munication architecture, as illustrated in
Figure 2. A service and/or safety proces-
sor can access each Tessent MissionMode
controller through the appropriate inter-
face logic, and hence any on-chip test IP
through any on-chip bus (e.g. APB) or any
vehicle bus such as CAN (controller area
network) or I2C (inter-integrated circuit).

In the DMA mode, the controller reads
command data preloaded in nonvolatile
memory. Multiple test sequences can be
stored and subsequently retrieved in any
order and as many times as desired dur-
ing system operation.

In addition to accessing the entire
chip IJTAG network through the TAP,
one or more in-system tests can also be
configured to communicate directly to
the component under test. This has the
benefit of reducing communication la-
tency, which can be critical for certain
tests. One important example is non-
destructive memory BIST. In this form
of testing, the memory BIST controller
tests the memory using a series of short
sequences of transactions, often referred

to as bursts. A burst will typically only
last for a small number of clock cycles
and target different memory locations
each time. The entire memory is there-
fore tested over a large number of short
memory BIST sessions. The approach is
nondestructive because the memory lo-
cations that are modified by a burst are
saved and restored during each burst by

the memory BIST controller. Functional
performance is not significantly affected
because the bursts are only initiated
when arbitration logic determines the
memory is free. If memories are only to
be tested at power-on, then the more tra-
ditional destructive memory BIST test
can be used. In this case, latency is gen-
erally not an issue and a single Tessent
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random patterns and responses. The ar-
chitecture shown in Figure 4 provides
the ability to reduce scan toggle activity
by periodically replacing random data bits
with constant values. The architecture en-
ables any arbitrary toggle rate to be pro-
grammed in the field. Toggle rates can be
decreased while maintaining test coverage
with some increase in pattern count.

Achieving very low DPPB

with defect-oriented test

The widely used methodology for testing
digital circuits is to add scan-test struc-
tures to the design and then deliver test
patterns through these structures that
reveal defects when the chip responses
are observed. The approach has been in
use for decades and is based on model-
ing circuit defects to a level of abstrac-
tion that enables a computationally ef-
ficient test-pattern generation process.
The simple stuck-at fault model, which
models circuit defects as logic nets stuck
at either a 0 or 1 value, was initially used.
More complex fault models were added
over the years to account for new defect
types that appeared as the industry tran-
sitioned to new technology nodes. Among
the more recently adopted fault models
were the transition, bridging, open, and
small-delay faults.

However, with the move to smaller
geometries these fault models and as-
sociated test patterns are becoming less
and less effective at ensuring desired
quality levels. The main problem is that
all of these existing fault models only con-
sider faults on cell inputs and outputs and
only some defects on interconnect lines
between these cells. In other words, only
faults abstracted to the netlist level are
explicitly considered.

It was shown in larger technology nodes
(< 90 nm) that more defects occur within
the cell structures. For the more advanced
technology nodes and associated fabrica-
tion technologies, some estimates put the
number of defects found within cells to
represent almost half of all circuit defects.
Various types of interconnect defects are
becoming prevalent as well. Thousands of
patterns are typically produced during the
normal ATPG process. As a result, although
traditional fault models do not target
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defects. The more
advanced Cell-aware
Test (CAT) methodol-
ogy directly targets
physical defects in-
ternal to each cell,
and the layout-aware bridge extraction
methodology targets specific bridge de-
fects on the interconnect between the cells.

Leveraging the proven layout-based
design and library cell together with ad-
vanced critical area analysis (CAA) of the
defect locations, the generation of man-
ufacturing test patterns that effectively
target defects at the transistor level inside
cells, between adjacent cells, and in the
interconnect based on critical area can be
achieved. Published manufacturing test
results demonstrate that these pattern
types uniquely detect defects.

This technology is a two-step process
to generate defect-oriented patterns
targeting the automotive-grade quality
requirements, illustrated in Figure 5. The
first step is a characterization process
to create accurate models for both cell-
internal and design-related defects based
on layout, design for manufacturability
(DFM) rules, and CAA. The output is a
user-defined fault model (UDFM) that
describes the defects for both pattern
generation and failure diagnosis. The
second step is to create the patterns
based on the generated defect models
(UDFM). The defect coverage improve-
ments may eliminate the need for other
costly procedures such as system-level
test and performance margining,.

Analog fault simulation for high-

quality mixed-signal circuit test

Cell-aware test, layout-aware test, and
other advanced digital test solutions are
going a long way in improving device
quality. It turns out, however, that the
majority of field failures in automotive
devices now occur within the mixed-
signal portion of the chip, as shown in
Figure 6. This is not that surprising as
the successful elimination of most digi-
tal defects means that any remaining de-
fects will likely be mixed-signal in nature.
These defects, albeit often small in num-
ber, cannot be tolerated in safety-critical

V¥ Figure 6: Source of electronic breakdowns in
mixed-signal automotive ICs.
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automotive applications. Solutions are
therefore needed to address this testing
shortfall.

A basic prerequisite to automating
the generation of analog tests is an au-
tomated means of measuring the fault
coverage achieved by any test. Although
fault simulation for digital circuitry has
been commercially available for almost

30 years, analog fault simulation has only
until very recently been discussed in aca-
demic papers and conferences. Being first
to market with its commercial solution
for analog fault simulation, Mentor offers
a mature product that continues to be
enhanced with new features.

The basic approach is to measure the
coverage of opens and shorts and related

parametric variations within a transistor-
level netlist. Coverage of a given defect
is determined by evaluating a change in
the circuit response in the presence of the
defect through analog simulation. What
makes this approach now practical is the
use of a number of significant speed-up
techniques to reduce the analog simula-
tion time by several orders of magnitude
over simulating each defect one at a time
on the flat netlist. These techniques in-
clude such things as likelihood-weighted
random sampling to ensure most time is
spent simulating the most likely defects,
and mixed-model simulation where the
highest-level model or netlist is used for
each sub-circuit instance that does not
contain the defect being simulated. This
new automation enables a number of ana-
log test-related capabilities. First, existing
analog tests can be evaluated for their ef-
fectiveness. Tests that do not cover any
additional defects can be eliminated to
reduce test time and cost. The new defect
coverage metric can also be used to guide
the generation of efficient new tests.

Defect tolerance and

FMEDA analysis

Mentor’s analog fault simulator, Tessent
DefectSim, can also be used to measure
a circuit’s ability to continue to operate
within acceptable operational parameters
in the presence of various defects. This de-
fect tolerance analysis is very important
in automotive applications as it directly
relates to long-term reliability. In the most
general case, it is assumed that functional
logic is monitored by some safety mecha-
nism such as ECC or BIST. The impact of
a defect can then be classified as shown
in Figure 7.

Defects in the q1 and g2 quadrants do
not affect the correct functional operation
of the circuit and thus do not adversely
affect safety. Defects in the q3 quadrant
do affect functional operation but are de-
tected by the safety monitor, which places
the circuitinto a safe state. Defects in the
g4 quadrant also effect functional opera-
tion and are unfortunately not detected
by the safety monitor. The q4 defects,
therefore, result in an unsafe state. Defect
tolerance is then calculated as follows:
1-qg4/(ql+q2+g3+q4).
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A Figure 7: Defect classification for functional safety analysis.

Designers can also generate other
FMEDA (failure modes, effects, and di-
agnostic analysis) related hardware safety
metrics defined within the ISO 26262
standard. Tessent DefectSim is able pro-
duce reports suitable to support FMEDA
creation.

Conclusion

Meeting the quality and reliability require-
ments of ISO 26262 and other automotive
electronics standards becomes more dif-
ficult as device sizes and complexities
continue to grow. Both the digital and

analog portions of the chip must be fully
addressed. The introduction of automation
into the analysis and insertion of function-
al safety is allowing more comprehensive
safety solutions to be implemented and
qualified. They utilize in-system BIST so-
lutions, such as logic BIST and nondestruc-
tive memory BIST, together with more con-
ventional functional-safety mechanisms.
These advancements, along with the adop-
tion of advanced test capabilities such as
automotive-grade ATPG for manufactur-
ing test, will not only improve the ability of
semiconductor manufacturers to achieve

necessary quality and reliability metrics
but will also help to further differentiate
their products by delivering embedded
test capabilities that can be leveraged by
their customers at the system level and in
the field. In addition, the calculation and
delivery of failure metrics is also quickly
becoming a key deliverable toward meet-
ing necessary system functional safety
goals. @3
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tomers, delivering high-quality DFT solutions.
With a focus on automotive, Lee is working
to ensure that current and future DFT require-
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